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MO PAU

Sy phéat trién manh mé cua Cong nghé théng tin néi chung va mang
Internet néi riéng da tao diéu kién thuan loi cho viéc cung cip da dang cac
dich vu hiru ich dén véi con ngudi. Trong vai nim gan day, noé khong ngung
phat trién dé phu hop voi mot cong dong rong 16n hon nhiéu, dem lai rat
nhiéu dich vu vai céc loi ich thuong mai, Kinh té, xa hoi... Tuy nhién, no ciing
tré thanh moi trudng cho céc cude chién tranh khdng gian s, noi ma cac cudc
tan céng cua nhiéu loai hinh khac nhau (lién quan tai chinh, tu twdng, hanh vi
tra diia...) dang duoc phat dong. Cac giao dich thuwong mai dién tir duoc thuc
hién truc tuyén 12 méi quan tam chinh cua t6i pham mang. Nhitng hacker an
cap tai khoan caa nguoi ding dé thyc hién y d6 xau nhu mua ban truc tuyén,
thoa hiép vai mot website hay may chi, phat dong tan cong 1én céc hé théng
khac. Chinh vi thé, hé thng may tinh can phai dugc bao vé khoi cac cudc tan
cong va phan (tng mot céch thich hop dé tao ra nhitng xir ly nham giam thiéu
thiét hai do toi pham gay ra. Qua trinh xtr 1y su ¢d, phuc héi chiing ctr va truy
tim ddu vét toi pham lién quan dén nganh khoa hoc diéu tra sé (digital
forensics).

Phén tich diéu tra mang(Network Forensics) 1a2 mot nhanh caa nganh
khoa hoc diéu tra s6 dé cap dén viéc chan bit, ghi 4m va phan tich luu luong
mang cho muc dich diéu tra va tng phd su c¢b. C6 rat nhiéu k¥ thuat ciing nhu
cong cu hd trg trong viéc chan bat cac dir liéu lan truyén trén mang dé mot
cudc tan cong hay mot y dd xau co thé bi diéu tra, ngan chan.

Cong cu hd tro phan tich goi tin trong diéu tra mang 1a mot van dé rat
quan trong va ludn cap thiét. Bé cho qua trinh diéu tra mang dugc nhanh va
chinh xac thi mot chuong trinh hd tro can phai dugc xay dung mot céch chinh

X&c cung cap nhiéu thdng tin can thiét cho nguoi diéu tra.



Nhan thdy dugc mirc do cap thiét cua van d&, hoc vién da trién khai
nghién ctu thyuc hién luan van: “Nghién ciru xay dung cong cu hé tre phan
tich géi tin trong diéu tra mgng” nham dua ra nhitng hiéu biét chung vé
nganh khoa hoc diéu tra, cing véi chuong trinh phuc vu qua trinh diéu tra
mong mot phan nao d6 s& gitp cho qua trinh diéu tra phan tich mang duoc hd
tro mot cach dé dang va nhanh chéng hon.

Luén van duoc trién khai thanh 3 chwong voi ndi dung nhu sau:

Churong I — Tong quan vé ki thudt diéu tra so va diéu tra mang

Churong II — Phdn tich diéu tra mang Va phan tich géi tin trong diéu tra mang
Churong III — X8y dung cbng cu hé tro phan tich goi tin

Xay dwng cbng cu hd tro phdn tich géi tin trong diéu tra mang
(network forensic) la mot dé tai con kha méi mé, mang tinh chat thoi dai, can
duogc cap nhat, chinh sira va bd sung thuong xuyén. Véi thoi gian tim hiéu va
kién thirc con han ché nén dé tai kho tranh khoi nhiing thiéu so6t. Em rat mong
duoc sy gop y cua thay cd dé luan van thém hoan thién.

Em xin gti 161 cam on chan thanh nhét dén thay gido huéng dan thuc
hién d6 an, thay Ts. Tran Pwc Sw dd danh nhiéu thoi gian quan tam, don déc
va giap do em trong qué trinh lam luan van.

Em xin dugc bay t6 long tri n siu sic dén tat ca cac thay cb giang day
l6p cao hoc CK121 da gitip em tich lity duwoc nhiéu kinh nghiém ciing nhiing

kién thirc chuy&n mén trong qua trinh dai hoc tap, nghién ciu.



CHUONG 1: TONG QUAN VE KY THUAT PIEU TRA SO
VA PIEU TRA MANG

1.1. Giéi thigu vé diéu tra sé

biéu tra so (d6i khi con goi 1a Khoa hoc diéu tra s6) 1a mot nhanh cua
nganh Khoa hoc diéu tra dé cap dén viéc phuc hoi va diéu tra céc tai liéu tim
thay trong céc thiét bi ky thuat s6, thuong c6 lién quan dén toi pham may tinh.
Thuat ngit diéu tra sé ban dau duoc str dung twong duong véi dieu tra may
tinh nhung sau d6 dugc mo rong dé bao quat toan bo viéc diéu tra cua tat ca
cac thiét bi c6 kha nang luu trix dit liéu so.

Piéu tra s6 cO thé dugc dinh nghia 13 viéc sir dung cac phuong phap,
cong cu ky thuat khoa hoc di dugc ching minh dé bao quan, thu thap, xac
nhan, chung thuc, phan tich, giai thich, lap bao céo va trinh bay lai nhiing
théng tin thyuc té tir cAc nguon ky thuat s6 voi muc dich tao diéu kién hoic
thuc day viéc tai hién lai cac su kién nham tim ra hanh vi pham tsi hay hd tro
cho viéc du doan cac hoat dong trai phép gay gian doan qua trinh lam viéc
cua hé théng[11].

1.1.1. Lich sir diéu tra sé

Truéc nhitg nam 1980, toi pham lién quan dén mdy tinh da dugc xir ly
bang phap luat hién hanh. Toi pham may tinh lan dau tién duoc ghi nhan
trong Luat Toi pham May tinh Florida vao nam 1978, trong d6 c¢6 bao géom
luat quy dinh vé viéc chéng stra doi trai phép hay xo6a dit liéu trén mot hé
théng may tinh. Trong nhitng niam tiép theo, pham vi hoat dong cua toi pham
may tinh ting 1én dang ké, va phap luat di dugc thong qua dé ddi pho véi van
dé ban quyén tac gia, quyén riéng tu, hanh vi quay rdi (nhu de doa, rinh rap
trén mang hay ké thi truc tuyén) va khiéu dam tré em. Mai cho dén nhitng
nim 1980, luat lién bang méi bat dau két hop chit ché véi cac hanh vi pham

t6i lién quan may tinh. Canada 1a qubc gia dau tién thuc thi cac luat vé toi



pham may tinh vao nim 1983. Sau d6 1a t6 chirc chdng Gian lan va Lam dung
May tinh cua lién bang M¥ vao nam 1986, Uc stra doi luat vé toi pham may
tinh vao 1989 va Pao luat cia Anh vao 1990 quy dinh vé cac hanh vi lam
dung may tinh.

Giai doan nim 1980 — Dén 1990:

Su phét trién gia ting trong toi pham may tinh nhitng nam 1980 va
1990 13 nguyén nhan dé cac co quan thuc thi phap luat bat dau thanh Iap cac
nhém chuyén nganh cap qudc gia dé xt Iy cac khia canh ky thuat diéu tra. Vi
du nam 1984, FBI thanh 1ap mot nhdm (ng phé va phan tich cac sy cé may
tinh, sau d6 mot nam cuc t6i pham may tinh dugc thanh Iap truc thudéc doi
canh sat chong gian 1an Anh.

Trong sudt nhitng nam 1990 yéu cau vé nguon luc diéu tra dé dap ung
V6i sy gia ting cua toi pham may tinh. Cac don vi diéu tra toi pham cong
nghé cao dugc thanh 1ap & Anh vao nim 2001 dé cung cap co s ha tang quéc
gia vé toi pham may tinh, bao gém cac nhan vién ¢ trung tm London véi cac
luc lwong canh sat nhiéu ving khac.

Trong thoi gian nay cac ky thuat diéu tra s6 da phat trién, thuat ngi
“Computer Forensics” da dugc sir dung trong cac tai liéu hoc thuat.

Viéc thu gitt, bao quan va phan tich chuang ctr dugc luu trir trén mot
may tinh 1a mot trong nhitng thach thire di voi viéc diéu tra khi phai doi mat
Véi viéc dua né ra dé 1am bang ching phuc vu viéc thuc thi phép luat trong
nhitng nam 1990. Mic di hau hét cac phan tich phap y chiang han nhu dau
van tay, xét nghiém AND, déu duogc thuc hién boi cac chuyén gia cd nhiém
vu thu thap va phan tich cac ching cit may tinh thuong duoc chuyén dén cho

nhan vién diéu tra va cac tham tu.



Nim 2000: Phat trién cac tiéu chudn

T ndm 2000 dé dap ung yéu cau tiéu chuan hoa, cac co quan va cac
hoi ddng khac nhau di cong bdé hudng dan ki thuat diéu tra s6. Nhém cong
tac khoa hoc vé chung ctr s6 dd xuat ban mot bai bao nam 2002 véi tiéu dé
“Best practices for Computer Forensics”. Pén nam 2005 cong bd tiéu chuan
ISO 17025 — d& cap dén cac yéu cau chung vé tham quyén giam dinh va
phong thi nghiém kiém chuan. Nam 2004 hiép dinh vé to6i pham may tinh c6
hiéu luc, nhiam lién két giira cac qudc gia véi nhau trong viée diéu tra cac toi
pham lién quan dén cong nghé cao. Hiép dinh da duoc ky két bai 43 quéc
gia[6].

1.1.2. Ung dung cia diéu tra sé

Trong thoi dai céng nghé phaét trién manh nhu hién nay. Song song véi
cac nganh khoa hoc khac, diéu tra sé da co nhiing dong gop rat quan trong
trong viéc tng cau nhanh céc sy ¢ xay ra doi véi may tinh, gilp cac chuyén
gia c6 thé phat hién nhanh cac dau hiéu khi mot hé thdng co nguy co bi xam
nhap, cling nhu viéc xac dinh duoc cac hanh vi, nguén goc cua cac vi pham
xay ra d6i véi hét thong.

Vé mat k§ thuat thi diéu tra sé nhu: Diéu tra mang, diéu tra b nhd,
diéu tra cac thiét bi dién thoai c6 thé gilp cho t chic xac dinh nhanh nhiing
gi dang xay ra lam anh huong téi hé thong, qua d6 xac dinh dugc cac diém
yéu dé khac phuc, kién toan

Vé mit phap 1y thi diéu tra s6 gitp cho co quan diéu tra khi td giac toi
pham céng nghé cao c6 dugc nhitng ching ci sé thuyét phuc dé ap dung cac
ché tai xir phat v&i cac hanh vi pham phap.

Mot cude diéu tra s6 thuong bao gom 3 giai doan: Tiép nhan dit liéu
hoac anh héa tang vat, sau do6 tién hanh phan tich va cudi cung la béo céo lai

két qua diéu tra duoc.



Viéc tiép nhan dit liéu doi hoi tao ra mot ban copy chinh xéac cac sector
hay con goi 14 nhan ban diéu tra, cua cac phuong tién truyén thong, va dé dam
bao tinh toan ven caa ching ctr thu dugc thi nhitng gi ¢6 duoc phai dugc bam
str dung SHA1 hoic MD3, va khi diéu tra thi can phai xac minh do chinh xac
cua cac ban sao thu dugc nho gia tri da bam trude do.

Trong giai doan phan tich, thi cac chuyén gia st dung cac phuong phap
nghiép vu, cac ky thuat ciing nhu cong cu khac nhau dé hd trg diéu tra, nhiing
k¥ thuat nay s& duoc dé cap chi tiét & chuong 3 cua dd an.

Sau khi thu thap dugc nhitng ching ctr ¢6 gid tri va cd tinh thuyét phuc
thi tat ca phai duoc tai liéu hoa lai rd rang, chi tiép va bao céo lai cho bd phan
c6 trach nhiém xu ly chirng cr thu duoc.

1.1.3. Quy trinh thuc hién diéu tra sé
Mot cudc diéu tra s6 thuong bao gom 4 gian doan: Chuan bi
(Preparation), tiép nhan dir liéu hay con goi 1a anh hda tang vat (Acquisition),
phan tich (analysis) va lap bao céo (Reporting)

A .
Preparaticy ) Acquisition / Analysis / Reporting

A

Hinh 1.1. Cdc buée thuc hién diéu tra s
- Preparation: Budc nay thuc hién viéc mé ta lai thong tin hé thong,

nhirng gi da xay ra, cac d4u hiéu, dé xac dinh pham vi diéu tra, muc dich cling
nhu cac tai nguyén can thiét s& sir dung trong sudt qué trinh diéu tra.

- Acquisition: Pay la budc tao ra mot ban sao chinh xac cac sector hay
con goi 1a nhan ban diéu tra cac phuong tién truyén thong, xac dinh 1d céac
nguodn ching ctr sau d6 thu thip va bao vé tinh toan ven cua chimg ct bang
viéc str dung ham bam mat ma. Tiép nhan tang vat lién quan dén viéc tao ra

mot ban sao chinh xac cua cac phuong tién truyén thong, thuong sir dung mot



thiét bi cAm ghi dé dé ngin ngira su thay doi so véi ban goc. Ca ban sao 1an
ban goc déu dugce bam (sit dung SHAL hoic MD5) dé so sanh véi nhau nham
xac minh ban sao la chinh x&c.

- Analysis: Pay la giai doan cac chuyén gia st dung cac phuong phap
nghiép vu, cac k¥ thuat cling nhu cong cu khac nhau dé trich xuat, thu thap va
phan tich cac bang chimg thu duogc. Trong giai doan phan tich, diéu tra vién
sé sir dung cac phuong phap va cong cu khac nhau. Nam 2002, mot bai bao
trén Tap chi Quéc té vé tang ching k¥ thuat sé goi budc nay 1a “mot hé théng
tim kiém chuyén sau vé bang chimg lién quan dén céc ké tinh nghi”. Nam
2006, nha nghién ctu phap y Brian Carrie mé ta mét “thu tuc truc quan”
trong d6 bang ching rd rang sé duoc xac dinh dau tién va sau do “tim kiém
toan dién dugc tién hanh dé bat dau lam day cac chd tréng”.

Quaé trinh thyc té caa phan tich c6 thé khac nhau gitta cac cudc diéu tra,
nhung cac phuong phap thong thuong bao gom tién hanh tim kiém tir khoa
trén cac phuong tién truyén théng so (trong tap tin ciing nhu khong gian 16ng
va chua phan bd), phuc hdi cac tap tin d3 x6a va khai thac cac thong tin dan ki
(vi du dé liét ké danh sach tai khoan nguoi ding, cac thiét bi USB kém
theo...)

- Reporting: Sau khi thu thap dugc nhitng chimg ctr ¢ gia tri va c6 tinh
thuyét phuc thi tat ca phai dugc tai liéu hoa lai rd rang, chi tiét va bao cao lai
cho b phan c6 trach nhiém xur 1y chimg ct thu duoc[6].

1.1.4. C4c loai hinh diéu tra s6 pho bién

- Piéu tra may tinh

Piéu tra may tinh (Computer Forensics) 1a mot nhanh cua khoa hoc diéu
tra s6 lién quan dén viéc phan tich cac bang chung phéap 1y duoc tim thay
trong mdy tinh va cac phuong tién luu trit ky thuat sé nhu:

e Diéu tra ban ghi (Registry Forensics) 13 viéc trich xuat thong tin va



ngit canh tir mot ngudn dir liéu chwa dugc khai thac qua d6 biét dugc nhiing
thay d6i (chinh sira, thém bét...) dir liéu trong ban ghi (Register).

e Diéu tra bd nho (Memory Forensics) la viéc ghi lai bd nhé kha bién
(bd nhé RAM) cuia hé thdng sau d6 tién hanh phén tich 1am 13 cac hanh vi da
xay ra trén hé thong. Pé xac dinh cac hanh vi da xay ra trong hé thong, nguoi
ta thuong st dung kién tric quan 1y bd nhé trong mdy tinh dé anh xa, trich
Xut cac tap tin dang thyc thi va cu tra trong b nhé.

e Diéu tra phuong tién luu trit (Disk Forensics) 1a viéc thu thap, phan
tich dir lidu duoc luu trit trén phuong tién luu trit vat 1y, nham trich xuat dir
liéu an, khoi phuc cac tap tin bi x6a, qua do xac dinh nguoi da tao ra nhiing
thay d6i dir liéu trén thiét bi dugc phan tich.

Muc dich cta diéu tra may tinh 1a nham xéac dinh, bao quan, phuc hdi,
phan tich, trinh bay lai su viéc va ¥ kién vé cac thong tin thu duoc tir thiét bi
ky thuat s6.Mic du thuong duoc két hop véi viéc diéu tra mot loat cac toi
pham may tinh, diéu tra mdy tinh ciing c6 thé dugc sir dung trong té tung dan
su. Bang chtng thu duoc tir cac cude diéu tra may tinh thudng phai tuan theo
nhitng nguyén tic va thdng 1é nhu nhiing bang ching k¥ thuat s6 khac. N6 da
duogc sir dung trong mot sb truong hop ¢ hod so cao cp va dang duoc chap
nhan rong réi trong cac hé théng toa &n My va Chau Au.

Cac budc thuc hién diéu tra may tinh:
e Chuan bi: Kiém soat h¢ thong may tinh dé chac chan rang thiét bi va

dir liéu dugc an toan. Piéu ndy c6 nghia diéu tra vién can phai nim quyén bao
mat dé khong c6 mot ca nhan nao cé thé truy cip may tinh va thiét bi luu trit
dang duoc kiém tra.Néu hé théng may tinh co két ndi voi Internet, diéu tra
vién phai kiém soat duoc két nbi nay.

e Thu thap dit liéu: Tim kiém tat ca cac tap tin co trong hé théng may

tinh, bao gom céc tap tin da dugc ma hoa, dugc bao vé bang mat khau, duoc



an hodc bi x0a nhung chua bi ghi dé.Nhan vién diéu tra nén sao chép lai tat ca
cac tap tin cua hé thdng, bao gdm céac tap tin c6 trong 6 dia cia mdy tinh hay
tap tin tir cac O cimg cim ngoai. Bai khi truy cap cac tap tin co thé thay doi nd
nén nhan vién diéu tra chi nén lam viéc véi cac ban copy cua cac tap tin khi
tim kiém bang chimg. Ban nguyén gbc can dugce bao quan va khong duoc
dong dén.Khoi phuc lai cang nhiéu thong tin bi x6a cang tét bang cach sir
dung céac tng dung c6 thé tim kiém va truy hoi dir liéu bi x6a.Tim kiém thong
tin cha tat ca cac tap tin 4n.

e Phan tich: Giai ma va truy cap cac tap tin dugc bao vé. Phan tich cac khu
vuc dic biét trén 0 dia may tinh, bao gdm cac phan thudng khé co thé tiép can.

e B40 c4o: Ghi lai tat ca cac budc ciia qua trinh. Diéu nay rat quan
trong d6i v4i nhan vién diéu tra dé cung cip bang chimg ring cong viéc diéu
tra ctia ho thuc hién c6 bao vé thong tin ctia hé théng may tinh ma khong lam
thay d6i hodc 1am hong ching.Nhiing tai liéu xac thuc nay khong chi bao gdbm
cac tap tin va dit lidu duoc khoi phuc tir hé théng ma con bao gdm ca ban vé
ctia hé thdng va noi cac tap tin duoc ma hoa hodc dugc an[1],[4].

- Diéu tra mang

Piéu tra mang (Network Forensics) 1a mot nhanh ciia khoa hoc diéu tra so lién
quan dén viéc giam sat va phan tich luu luong mang may tinh nham phuc vu cho
viéc thu thap théng tin, chiing cir phéap ly hay phat hién cac xam nhap. Diéu tra
mang ciing duoc hiéu nhu diéu tra s trong mdi-trieong-mang.

Diéu tra mangla mot linh vuc twong di mai cua khoa hoc phap y. Su
phét trién mdi ngay cua Internet dong nghia véi viéc may tinh da tré thanh
mang ludi trung tm va dit liéu bay gid da kha dung trén cac ching cir s6 nam
trén dia. Diéu tra mangco thé duoc thuc hién nhu mét cudc diéu tra doc lap

hoic két hop véi viéc phan tich phap y may tinh (computer forensics) —



thuong dugc st dung dé phat hién méi lién két gitra cac thiét bi ki thuat sé
hay tai tao lai quy trinh pham toi.

- Piéu tra thiét bi di dong

biéu tra thiét bi di déng (Mobile device Forensics) 1a mot nhanh cua
khoa hoc diéu tra sé lién quan dén viéc thu hdi bang ching ki thuat sé hoac
dir liéu tr céc thiét bi di dong. Thiét bi di dong & day khong chi dé cap dén
dién thoai di dong ma con la bat ky thiét bi ki thuat sé nao c6 bo nhé trong va
kha ning giao tiép, bao gdom céc thiét bi PDA, GPS va may tinh bang.

Viéc str dung dién thoai véi muc dich pham toi da phat trién rong rai
trong nhitng nam gan day, nhung cac nghién ctru diéu tra vé thiét bi di dong la
mot linh vie tuong d6i mai, ¢ nién dai tir nhitng nam 2000. Sy gia ting cac
loai hinh dién thoai di dong trén thi truong (dac biét 1a dién thoai thong minh)
doi hoi nhu cau giam dinh cac thiét bj ndy ma khdng thé dap tng bang cac ky
thuat diéu tra may tinh hién tai.

Cac budc thuc hién diéu tra thiét bi di dong:

Theo tai lidu ctia Vién Tiéu chuan va K§ thuat Qudc gia Hoa Ky (NIST),
diéu tra thiét bi di dong duoc chia lam 5 giai doan chinh: Chuan bi
(Preparation), thu thap dit liéu (Acquisition), kiém tra (Examination), phan

tich (Analysis) va lap bao cao (Reporting).

o ‘ y duhen . L

Hinh 1.2. Cac budc thuc hién diéu tra di déng
e Chuan bi: Giai doan nay bao gdm cac budc trao d6i thong tin ban
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dau, xay dung ké hoach va chuan bi cho céac buéc diéu tra. Trude khi diéu tra
mot dbi tuong phai dugc sy thoa thuan va ky két chinh thirc tr cac bén tham
gia, nham tao co so phap 1y dam bao trong qua trinh diéu tra, nhimg thong tin
quan trong khong bi ro ri. Nhitng mo ta lai thong tin hé thdng, nhitng hanh vi
da xay ra, cac d4u hiéu dé x4c dinh pham vi diéu tra, muc dich cling nhu cac
tai nguyén can thiét s& duoc sir dung trong sudt qua trinh diéu tra.

e Thu thap dit liéu: Qua tiép xtc truc tiép voi thiét bi, dir liéu thu thap
cang nhiéu thi kha ning thu duoc nhitng bang chung s cang 16n. Dbi véi
thiét bi khong yéu cau vé mat khau hoic cac ky thuat xac thuc truy cap, nguoi
diéu tra c6 thé truy cap dir liéu nguoi dung & nhitng ving nhd khac nhau, tir
d6 thuc hién huéng diéu tra tiép theo. Nhung véi cac thiét bi yéu ciu mat
khau va cac k¥ thuat xac thyc ngudi dung, thi nguoi diéu tra can phai vuot
qua co ché xac thuc. Néu viéc nay khong thanh cong thi d& din dén hién
tuong bi mat hoan toan dir liéu va viéc khoi phuc thong tin s€ rat kho khan.
Khi d6, nguoi diéu tra can phai sit dung phan mém khac hodc can thiép téi
nén tang phan cimg dé vuot qua 16p xac thuc trén thiét bi. Sau khi tiép can
duoc dir liéu, can tién hanh thuc hién nhan dang va kiém tra bo nhd thiét bi di
dong.

Nhén dang thiét bi di dong: Dé nhan dang duoc thiét bi di dong, can
tién hanh thyc hién viée kiém tra dic diém cua thiét bi, dic diém cua phu kién
thiét bi, nhan hiéu thiét bj va théng tin nha cung cap, nha mang x4c dinh vi tri
thiét bi. Trén mdi thiét bi di dong thudng ¢ chia cac thong sd dinh danh duy
nhat, ma co thé dé nhan thay trén ban than thiét bi hoic cac phu kién di kém
nhu: ddy s6 nhan dang thiét bi di dong (IMEI), Model, ESN, théng tin thé
SIM,... tir @6 thyc hién tra ctru cac théng tin vé thong sé k¥ thuat, tinh ning,

loai v nha san xuét cta dién thoai can diéu tra.
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Kiém tra bg nhé: Can phai tién hanh kiém tra toan bd cac bo nhé cua
thiét bi di dong nham thu dugc nhiéu chimg ctr s6. Viée kiém tra co thé dugc
tién hanh trén 2 bo nhé phd bién nhu:

B6 nhé dién thoai dung dé Iuvu trit hé diéu hanh, bao gém: nhan, trinh
diéu khién va hé thong ham thu vién dung dé thuc thi tng dung, hé diéu hanh.
Ngoai ra, n6 con duge dung dé luu trir tng dung cia ngudi dung va cac dix
li¢éu khac (van ban, hinh anh, am thanh, video....).

Bo nhd SIM gdm cac dit lidu vé cac dich vu, dinh danh duy nhét cho
SIM, sb thué bao, danh ba va thong tin vé cac lién lac d3 duogc thuc hién.

e Kiém tra va phan tich: Qua trinh kiém tra va phan tich thuong duoc
tién hanh song song. Kiém tra nham phét hién ra bang chung s6, gdm céc
béng ching bi an hodc bi che khuét, nham hién thi noi dung va trang thai cua
cac dir liéu mot cach ddy du ca ngudn thong tin va ¥ nghia tiém an. Qua trinh
phan tich dua trén két qua kiém tra dé xac dinh cac thong tin cd ¥ nghia truc
tiép ddi vé6i ting trudng hop diéu tra. Két qua cua giai doan nay gdm cac bang
chung tiém ning va ho so thué bao.

e B4o c4o: Pay 1a qua trinh chuan bj mot ban bao cdo chi tiét tat ca cac
budc da thuc hién va két luan dat duoc trong cudc diéu tra ctia mot truong
hop cu thé. Bao cdo két qua diéu tra s phai mang tinh khach quan, phan anh
trung thuc nhiing tinh tiét xay ra, c6 lién quan tryc tiép hodc gian tiép t6i vu
viéc va mang tinh hop phap. Noi dung bao céo phai cung cap diy du cac
thong tin can thiét dé xac dinh ngudn gdc, tinh tiét, dua ra nhimg ching c sb

duogc phat hién trong qua trinh diéu tra[2].
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1.2. Gi6i thiéu vé phan tich diéu tra mang (Network Forensics)

Forensics Sciences

Digital Forensics,  |------

Computer Forensics Network Forensics

Hinh 1.3. Network Forensics trong Forensics Sciences
Thuat ngir Network Forensics (diéu tra mang) duoc dua ra bai chuyén

gia bao mat may tinh Marcus Ranum vao dau nhitng nim 90, vay muon tir
cac linh vuc phap luat va toi pham noi ma “forensics” gan lién véi viéc diéu
tra cac hanh vi pham toi.

Network Forensics 1a mot nhanh cua diéu tra s6 lién quan dén viéc giam
sat va phan tich luu lwong mang may tinh nham phuc vu cho viéc thu thap
thong tin, chiing ctr phédp ly hay phéat hién cac xadm nhap. Network Forensics
cling duoc hiéu nhu Digital Forensics trong méi trudng mang.

V& co ban, diéu tra mangla viéc chan bat, ghi &m va phan tich céc su kién
mang dé kham pha ngudn gdc cua cac cudc tan cong hoic sy cd ciia mot van
dé nao do.

Khong giéng cac mang khac caa diéu tra so, diéu tra mang giai quyét
nhitng théng tin dé thay do6i va bién dong. Luu luong mang duoc truyén di va
sau d6 bi mat, do d6 diéu tra mangthuong 1a cudc diéu tra rat linh hoat, chu

dong.
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Trong moi trudng hién nay, diéu tra mangthuong duoc thuc hién dé phan
tich sy xung dot dién ra gitra nhitng ké tn céng va nguoi phong tha. Théng
thuong, cac diéu tra vién cd gang ngin chin sy bung phat sdu may tinh, diéu
tra hanh vi vi pham, thu thap chang c cho toa an. Cac ki ning, ki thuat can
thiét cho viéc phan tich phdp y mang rat sau rong va nang cao, cing mot nha
diéu tra cd thé duoc kéu goi dé khai thac bo nhé cache tir web proxy hay sniff
thu dong luu lugng truy cap mang va xac dinh cac hoat dong dang ngo...

Hau hét cac k¥ thuat hién nay la giam sat thu dong, chu yéu duya trén luu
lugng mang, hiéu nang CPU hoac quéa trinh nhap/ xuat (Input/Output) voi su
can thiép caa con ngudi. Trong da sd cac truong hop, dau hiéu caa cudc tan
cong mai duoc phat hién thu cdng hoic trong mot sb truong hop né khong bi
phat hién cho dén khi vy viéc dugc bao cdo. Trong tdm cua linh vuc phap y
mang 1a dé tu dong hoa qua trinh phét hién tat ca cac cudc tan cong va thém
vao d6 ngin chin c4c thiét hai do vi pham an ninh. Y tuéng chinh cua
network forensics 13 xac dinh tat ca cac vi pham an ninh cd thé xay ra va xay
dung cac dau hiéu vao co ché phat hién va ngin chin dé han ché nhirng mat
mét vé sau[3],[4],[5].

Mot s6 diém luu ¥ khi noi dén Network Forensics

e NO khong phai 1a mot san pham (product) ma la maot tién trinh
(process) phic tap (bao gom céc cong cu ky thuat, tri tué con nguoi, luat
phap...)

N6 khéng thay thé cho tuong lua, IDS, IPS...

e NO sur dung céc canh bao IDS, nhat ky cua tuong Ita, cac goi tin...
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1.2.1. Vai tro va @ing dung ciia phén tich diéu tra mang

- Vai tro: Sy tang truong cua cac két ndi mang va su phac tap trong cac
hoat dong trén mang da di kém véi sy gia tang sd luong téi pham mang budc
ca doanh nghiép ciing nhu co quan thuc thi phap luat phai vao cudc dé thuc
hién cac diéu tra, phan tich. Cong viéc nay c6 nhitng khé khin dac biét trong
thé giGi 40, van dé 1on d6i voi mot diéu tra vién 12 hiéu dugc nhitng dit liéu sé
& muc thap nhét ciing nhu viéc sap xép, tai tao lai ching.

Thuat ngit diéu tra mang dugc dua ra bai chuyén gia bao mat mdy tinh
Marcus Ranum vao dau nhitng nam 90 thé ky XX. Diéu tra mang 1a mot loai
hinh cta diéu tra sb lién quan dén viéc giam sat va phan tich luu luong mang
may tinh nham phuc vu cho viéc thu thap thong tin, chimg ctr phap 1y hay
phat hién cac xam nhap. Khong giéng cac loai hinh khac cia diéu tra s, diéu
tra mang xt 1y nhiing thong tin dé thay doi va bién dong, kho du doan. Luu
luong mang dugc truyén di va sau d6 bi mat, do dé viéc diéu tra duoc dién ra
rat linh hoat, chu dong. Cac diéu tra vién chi c6 thé dua vao thong tin tir cac
thiét bi an toan nhu bo loc g61, tuong ltra, hé théng phat hién xam nhap da
dugc trién khai dé du doan hanh vi vi pham. Cac k¥ niang, k¥ thuat can thiét
cho viéc diéu tra mang phtic tap va chuyén sau, st dung thong tin dugc khai
thac tir bd nhé dém (cache) ciia web, proxy hay chin bat thy dong luu luong
truy cdp mang va xac dinh cac hanh vi bat thuong.

- Ung dung: Tai Viét Nam, van dé khic phuc sy cd vé an toan théng tin
cling nhu diéu tra tim hiéu nguon gdc tan cong dang & giai doan bat dau phat
trién. Cac nghién cuu vé diéu tra mang & Viét Nam van con nhiéu han ché,
chua tiép can dugc trinh do khoa hoc - k¥ thuét ctia cac nudc phat trién cling

nhu chua xay dung dugc bo cong cu riéng phuc vu cong tac di€u tra mang.

15



Muc tiéu quan trong nhat cua phan tich diéu tra mang la cung cap day du
chting ctr dé co thé khoi té mot téi pham hinh su. Ung dung thuc té caa phan
tich diéu tra mang c6 thé 1a trong cac linh vuc nhu hacking, ltra d40, cac cong
ty bao hiém, trom cip thong tin nhay cam, xuyén tac, sao chép thé tin dung, vi
pham ban quyén phan mém, can thiép vao qué trinh bau ct, phat tan nhiing
van hoéa pham ddi truy, khai man, quy réi tinh duc, phan biét chung toc va
tham chi 1a ca giét nguoi.

1.2.2. Nén tang k¥ thuat cho phan tich diéu tra mang

- Hé diéu hanh va cac dich vy mang pho bién

e C4c dang hé diéu hanh

Hé diéu hanh 1a mot phan mém chay trén may tinh, dung dé diéu hanh,
quan ly cé4c thiét bi phan cang va cac tai nguyén phan mém trén may tinh.

Hé diéu hanh dong vai trd trung gian trong viéc giao tiép giita ngudi st
dung va phan cang may tinh, cung cap mdt méi truong cho phép ngudi su
dung phat trién va thuc hién céc tng dung cia ho mot cach dé dang.

Hé diéu hanh theo hinh thuc xir Iy duoc chia 1am 5 loai chinh:

Hé da xu ly (Multiprocessor Systems), cac CPU dung chung b nhé
va thiét bi, gom:
o Hé xur Iy ddi xang - Cac CPU ngang hang vé chtic ning (OS:
Solaris, Linux, Microsoft Windows NT tr¢ 1én, OS/2)
o Hé xir 1y phi ddi xting - Cac CPU duoc 4n dinh chirc ning riéng,
c¢6 1 CPU master diéu khién cac CPU phu (Slaves) (OS: SunOS 4.x)
H¢ phéan tan (Distributed Systems)
o Két ndi véi nhau qua giao tiép mang
o Phén loai theo khoang cach (LAN, WAN, MAN)
o Phan loai theo phuong tht phuc vu (File-Server, Peer-to-peer,

Client-Server)
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Hé gom cum (Clustered Systems), nhiéu may ndi mang dé 1am chung
mot céng viéc, phan loai:
o Gom cum d6i xtng (Symmetric Clustering) - C4c may ngang
hang vé chirc ning
o Gom cum phi déi xng (Asymmetric Clustering) - C6 may chay
trong Hot Standby Mode giam sat cac may khac
Hé thoi gian thyc (Real-Time Systems)
o Thoi gian thuc chat (Hard Real-Time) - C6 thoi gian gidi tuyén
Deadline da dinh, qué thot gian nay sé hu hong
o Thoi gian thuc long (Soft Real-Time) - Trung binh thi dap ung
duogc thoi gian, nhung trong mot s6 truong hop dic biét s& bi cham mot cht,
nhung ko bi hu hong va anh huong dén toan hé
Hé cam tay (Handheld Systems) - Cac OS cho dién thoai, hoic PDA
(OS: Palm, Sysbian, i0S, Windows Pocket PC, Windows Mobile, Windows
Mobile, Android,...)
e Cdc dinh dang file cia hé diéu hanh
MJi hé diéu hanh c6 nhiig quy dinh riéng vé dinh dang file, thuong dua
vao phan mé rong cua tén file. Phan mé rong cua tén file ¢ thé duoc coi la
mét loai siéu dit liéu (metadata). Chung thudng duoc dung dé bao ham thdng
tin vé cach thuc dir liéu dugc luu trit trong tép tin. Viéc dinh nghia chinh xac
dua ra cac tiéu chi quyét dinh phan nao cua tén file 1a phan mo rong; thuong
phan mo rong 1a phan xuét hién sau ciing (néu c6) cua tén tep tin (vi du txt Ia
phan m& rong cua tép tin readme.txt, html la phan mé rong cua
mysite.index.html). Trén hé thdng tép tin cta nhiing may tinh 1én
(mainframe) nhu MVS, VMS hay CP/M, MS-DOS, phan mé rong 1a chudi ki
tu tinh tir sau khoang trong duoc phan tach tir tén tép tin. DS vai hé diéu

hanh nhu Windows, phan mé rong nhu .exe, .com hoic .bat chi ra mot tép tin
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la mot chuong trinh thuec thi.

Cac hé thdng tép tin thudc ho Unix sir dung mot md hinh khac ma khéng
c6 kiéu siéu dir liéu véi phan ma rong tach biét. DAu cham chi 1a mot ki tu
trong tén tép tin chinh va tén tép tin co thé cé nhiéu phan mo rong, thudng dai
dién cho nhitng su chuyén doi 16ng nhau, chang han nhu files.tar.gz. M6 hinh
nay thudng doi hoi tén tép tin phai day du dé cung cap trong dong lénh, noi
ma céc siéu dir liéu thuong dugc cho phép bo qua phan ma rong.

Nhitng phién ban OS X trugc hé diéu hanh MacOS bo hoan toan viéc su
dung phan ma rong dua vao tén tép tin cua siéu dir lidu, thay vao dé sir dung
mot ma tép tin riéng dé xac dinh cac dinh dang tép tin. Thém vao d6, mot ma
khoi tao dugc chi dinh dé xac dinh tng dung nao s& duogc goi khi nhap dup
vao tép tin. Tuy nhién Mac OS X str dung hau t6 tén tép tin, ciing nhu ma tép
tin va ma khoi tao, né ¢6 ngudn géc tir Unix — twong tu nhu hé diéu hanh
NeXTSTEP.

e Céc dich vu mang phd bién

Dich vu xac thuc: cung cap co ché xac thuc cho ngudi sir dung hoic cac
hé théng thong qua mang. Nguoi sir dung va cac may chu s& nhan vé ma hoa,
nhitng vé nay sau d6 duoc trao doi v6i nhau dé xac minh danh tinh.

Dich vu thu muc: 14 hé thbng phan mém luu trit, t6 chic va cung cap
quyén truy cap vao thdng tin trong mot thu muc. Trong céng nghé phan mém,
mot thu muc la mot anh xa gitra tén vai gia tri. N6 cho phép tra ctru cac gia tri
cho mot cai tén, twong ty nhu mot tir dién.

DHCP: La mot giao thic cau hinh tu dong dia chi IP. M4y tinh dugc cau
hinh mot cach ty dong vi thé s& giam viéc can thiép vao hé théng mang. N6
cung cap mot database trung tdm dé theo di tt ca cac may tinh trong hé
thdng mang. Muc dich quan trong nhat 13 tranh trudng hop hai may tinh khac

nhau lai c6 cung dia chi IP.
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Néu khong c6 DHCP, cac may c6 thé cau hinh IP thu céng. Ngoai viéc
cung cap dia chi IP, DHCP con cung cap thdng tin cau hinh khéc, cu thé nhu
DNS. Hién nay DHCP c0 2 version: cho IPv4 va IPv6.

DNS: Puoc phat minh vao nim 1984 cho Internet, 13 mot hé théng cho
phép thiét lap twong tng giira dia chi IP va tén mién. Hé thong tén mién
(DNS) 1a mot hé thdng dat tén theo thir ty cho may vi tinh, dich vu, hoic bat
ki nguén luc tham gia vao Internet. N6 lién két nhiéu thong tin da dang V6i
tén mién dugc gan cho nhitng ngudi tham gia. Quan trong nhat 1a n6 chuyén
tén mién c6 ¥ nghia cho con ngudi vao sé dinh danh (nhi phan), lién két voi
cac trang thiét bi mang cho cac muc dich dinh vi va dia chi hoa cac thiét bi
khap thé gioi.

DNS phuc vu nhu mot “Danh ba dién thoai” dé tim trén Internet bang
cach dich tén may chu may tinh thanh dia chi IP. Vi du, www.example.com
dich thanh 208.77.188.166.

Moi nguoi tan dung loi thé nay khi ho str dung cac URL c6 nghia va
dia chi email ma khong can phai biét 1am thé nao cac may s& thuc su tim ra
chung.

Hé théng tén mién ciing luu trir cac loai thdng tin khéac, chang han nhu
danh sach cac may cha email chap nhan thu dién ta cho mot tén mién
Internet. Bang cach cung cap cho mét thé gigi rong 16n, phan phdi tir khoa —
co s& cua dich vu doi hudng, Hé thdng tén mién 1a mot thanh phan thiét yéu
cho cac chirc nang cua Internet. Cac dinh dang khac nhu cac thé RFID, ma s6
UPC, ki tu Qudc té trong dia chi email va tén may chu, va mét loat cac dinh
dang khac co thé c6 kha nang sir dung DNS

Email (electronic mail — Thu dién tar) 12 mot hé théng chuyén nhén thu
qua cac mang may tinh.

Email 12 mot phuong tién théng tin rat nhanh. Mot mau thong tin ¢ thé
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duoc guri di ¢ dang ma hoa hay dang thong thudng va dugc chuyén qua cac
mang mdy tinh dac biét 1a mang Internet. N6 ¢6 thé chuyén mau thdng tin tur
mot may ngudn téi mot hay rat nhiéu may nhan trong cuing ldc.

Ngay nay, email chang nhitng c6 thé truyén giri dugc chir, nd con cé
thé truyén duoc cac dang thong tin khac nhu hinh anh, 4m thanh, phim, va dic
biét cac phan mém thu dién tir kiéu maéi con cé thé hién thi cac email dang
séng dong tuong thich vai kiéu tép HTML.

File sharing (chia sé¢ tép tin) 1a viéc phan phéi hoic cung cap quyén
truy cap vao cac thong tin dugc luu trir dang s6, chang han nhu cac chuong
trinh may tinh, da phuong tién (&m thanh, hinh anh, video), tai liéu hoac sach
dién tir. N6 c6 thé duoc thuc hién thdng qua nhiéu cach khac nhau. Phuong
phap pho bién cua luu tri¥, truyén tai va phan tan bao gom chia sé thu cong
bang cac phuong tién di dong, cac may chu tap trung trén mang may tinh, cac
tai liéu siéu lién két trén nén web va viéc sir dung mang phéan phdi ngang
hang.

IM - Instant Messaging (tin nhdn nhanh hay trd chuyén truc tuyén,
chat) 1a dich vu cho phép hai nguoi tré 18n néi chuyén truc tuyén véi nhau
qua mot mang may tinh,

Méi hon IRC (Chat chuyén tiép internet), nhan tin nhanh Ia tro chuyén
mang, phuong phap néi chuyén phé bién hién nay. Nhan tin nhanh dé ding
hon IRC, va ¢ nhiéu tinh ning hay, nhu kha nang trd chuyén nhom, ding
biéu twong xGc cam, truyén tap tin, tim dich vu va cau hinh dé dang ban liét
ké ban be.

Nhin tin nhanh d thic day sy phat trién cia Internet trong dau thap
nién 2000.

File server (May chu tép tin) 1a mot may tinh nam trén mang cé chuc

nang chinh 14 cung cAp mot vi tri dé truy cap vao 6 dia chia sé, nghia 1a luu
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trir cAc tép tin dwoc chia sé trén may tinh (chang han nhu tai liéu, tép tin am
thanh, hinh anh, phim, co s¢ dit liéu...) c6 thé duoc truy cap bai cac may tram
c6 két ndi vai may chu nay.

Thuat ngtr server néu lén vai tro caa may tinh trong mé hinh client-
server, noi ma cac may khach la cac may tram st dung dwr liéu luu trit. Mot
file server khéng thuc hién nhiém vu tinh toan va khéng chay cac chuong
trinh thay cho may khach. N6 duoc thiét ké cha yéu dé luu trir va cho phép
truy xuat di liéu trong khi cac tinh toan dwgc thuc hién & phia may tram.

VolP (Voice over IP)dung dé chi cac giao thuc truyén thong, phuong
phap va k¥ thuat truyén dan lién quan dén viéc cung cap cac thong tin lién lac
thoai va cac phién da phuong tién qua giao thuic Internet (IP). Cac thuat ngir
khac lién quan dén VoIP 1a dién thoai IP, dién thoai Internet, thoai qua bang
thong rong (VoBB), truyén thong IP va dién thoai bang thong rong.

VoIP ¢6 sin trén nhiéu dién thoai théng minh va céc thiét bi két ndi
Internet gitp ngudi ding cd thé thuc hién cac cudc goi hodc gui tin nhan van
ban qua mang 3G hoac Wi-Fi.

World Wide Web (hay Web hoic WWW - mang ludi toan cau) la mot
khong gian thdng tin toan cau ma moi ngudi cé thé truy nhap (doc va viét)
qua cac may tinh noi voi mang Internet. Thuat ngir nay thudng duoc hiéu
nham I3 tir dong nghia véi chinh thuat ngit Internet. Nhung Web thyc ra chi Ia
mét trong cac dich vu chay trén Internet, chang han nhu dich vu thu dién tu.
Web dugc phat minh va dua vao st dung vao khoang nam 1990, 1991 boi
vién si Vién Han lam Anh Tim Berners-Lee va Robert Cailliau (Bi) tai
CERN, Geneva, Switzerland

CAc tai liéu trén World Wide Web duoc luu trir trong mot hé thong siéu
van ban (hypertext), dat tai cac may tinh trong mang Internet. Nguoi dung

phai str dung mot chuong trinh duoc goi 1a trinh duyét web (web browser) dé
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xem si€u van ban. Chuong trinh nay s€ nhan thong tin (documents) tai 6 dia
chi (address) do nguoi s dung yéu cau (thong tin trong 6 dia chi duoc goi 1a
tén mién (domain name)), roi sau d6 chuong trinh s& tu dong giri thdng tin
dén may cha (web server) va hién thi trén man hinh may tinh ctua ngudi xem.
Nguoi dung cd thé theo cé4c lién két siéu van ban (hyperlink) trén mdi trang
web dé ndi véi cac tai lieu khac hoac gui théng tin phan hoi theo may chu
trong mot qua trinh twong tac. Hoat dong truy tim theo céc siéu lién két
thuong duoc goi la duyét Web.

Qua trinh nay cho phép ngudi ding co thé ludt cac trang web dé lay
thong tin. Tuy nhién do chinh xac va ching thuc cua thong tin khong duoc
dam bao.

- Giao thicc mangpho bién

e Giao thuc IP: La mot giao thire hudng dir liéu duoc sir dung boi cac
may chi nguoén va dich dé truyén dir liéu trong mot lién mang chuyén mach
goi.

Dix liéu trong mot lién mang IP dwoc gui theo céc khdi dugc goi la cac
goi (packet hoic datagram). Cu thé, IP khdng can thiét lap cac duong truyén
trudc kKhi mot may chu gui cac goi tin cho mot may khac ma trude d6 né chua
tung lién lac voi.

Giao thuc IP cung cap mot dich vu gui dir liéu khong dam bao (con goi
la c6 ging cao nhat), nghia 1a né hau nhu khéng dam bao gi vé goi dit liéu.
Goi dir liéu c6 thé dén noi ma khong con nguyén ven, nd co thé dén khong
theo thu tu (S0 Voi cac goi khac dugc gui gitra hai may nguon va dich do), nd
c6 thé bi tring l3p hoac bi mat hoan toan. Néu mot phan mém @ng dung can
duoc bao dam, né c6 thé dugc cung cap tir noi khac, thuong tir cac giao thuc

giao van nam phia trén IP,

22



IPv4

Giao thuc Internet phién ban 4 (viét tit IPv4, tir tiéng Anh Internet
Protocol version 4) 1a phién ban thir tu trong qué trinh phat trién caa céc giao
thire Internet (IP). Pay 1a phién ban dau tién cua IP duoc sir dung rong rai.
IPv4 cling véi IPV6 (giao thirc Internet phién ban 6) 14 ndng cét cua giao tiép
internet. Hién tai, IPv4 van 1a giao thte duogc trién khai rong réi nhat trong bo
giao thuc cua lop internet.

Giao thtre nay duoc cdng b boi IETF trong phién ban RFC 791 (thang 9
nam 1981), thay thé cho phién ban RFC 760 (cong bd vao thang giéng nim
1980). Giao thuc nay ciing duoc chuan héa bai bo qudc phong My trong phién
ban MIL-STD-1777.

IPv4 1 giao thic hudéng dir lidu, duoc st dung cho hé théng chuyén
mach goi (twong tu nhu chuan mang Ethernet). Pay la giao thac truyén di
lieu hoat dong duya trén nguyén tac tot nhat c6 thé, trong do, né khong quan
tam dén th tu truyén goi tin ciing nhu khong dam bao goi tin s& dén dich hay
viéc gay ra tinh trang lap gai tin & dich dén. Viéc xu ly van dé nay danh cho
16p trén cua chong giao thire TCP/IP. Tuy nhién, IPv4 ¢6 co ché dam bao tinh
toan ven dix liéu théng qua sir dung nhitng g6i kiém tra (checksum).

IPv4 sir dung 32 bits dé danh dia chi, theo d6, s6 dia chi t6i da c6 thé sir
dung 1a 4.294.967.296 (232). Tuy nhién, do mét s6 duoc st dung cho cac muc
dich khac nhu: cp cho mang ca nhan (xap xi 18 triéu dia chi), hoac sir dung
lam dia chi quang ba (xap xi 16 triéu), nén sé luong dia chi thuc té c6 thé su
dung cho mang Internet céng cong bi giam xudng. Véi sy phat trién khdng
nging cia mang Internet, nguy co thiéu hut dia chi da duoc du béo, tuy
nhién, nho cong nghé NAT (Network Address Translation - Chuyén dich dia
chi mang) tao nén hai vung mang riéng biét: Mang riéng va Mang cong cong,

dia chi mang st dung & mang riéng cé thé ding lai & mang cong cong ma
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khong hé bi xung d6t, qua do tri hodn dugc van dé thiéu hut dia chi

Chuan IPv6, véi sb luong bits diung dé danh dia chi nhiéu hon di duoc

xay dung nham thay thé IPv4 trong tuong lai.
IP vb

IPv6, viét tat tiéng Anh: "Internet Protocol version 6", l1a "Giao thuc
lien mang thé hé 6", mot phién ban cua giao thic lién mang (IP) nham muc
dich nang cap giao thic lién mang phién ban 4 (IPv4) hién dang truyén dan
cho hau hét luu luong truy cap Internet nhung da hét dia chi. IPv6 cho phép
tang 1én dén 2128 dia chi, mot su gia ting khong 16 so vai 232 (khoang 4.3 ty)
dia chi cua IPvA.

Pé dua IPv6 vao sir dung, hau hét cac may chu trén mang Internet ciing
nhu cac mang ludi két ndi véi ching sé can phai trién khai giao thac nay voi
mot qué trinh chuyén dbi khé khan. Trong khi cac nude dang ting toc trién
khai IPv6, dic biét 13 & khu vec Chau A - Thai Binh Duong va mot s6 nuéc
Chau Au, thi & Chau My va Chau Phi tuong dbi cham trong qua trinh nay.
MJ3i may tinh can it nhat mot dia chi IP dé c6 thé truy cap Internet; Dia chi IP
hién nay dang st dung thudc thé hé 4 (IPv4) sir dung 32 bit dé ma hoa dia chi.
Theo ly thuyét thi IPv4 chia hon 4 ty dia chi va c6 thé cap phét hét trong ndm
2011. Chinh diéu nay thic day sy ra doi mot thé hé dia chi Internet méi IPv6.

IPv6 duoc thiét ké vai hi vong khac phuc nhitng han ché vén cé caa dia
chi IPv4 nhu han ché vé khong gian dija chi, cdu tric dinh tuyén va bao mat
dong thoi dem lai nhitng dic tinh mai thoa man cac nhu cau dich vu caa thé
hé mang mé&i nhu kha ning ty dong cau hinh ma khdng can hd tro caa may
chu DHCP, cau trac dinh tuyén tot hon, hd tro Multicast, hd tro bao mat va di
dong tét hon.

Hién IPv6 dang duoc chuan héa timg budc va dua vao sir dung thuc té

tuy nhién qué trinh chuyén dbi hé thong mang tir IPv4 sang IPv6 con gap
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nhiéu van dé tir thiét bj khong dong bd, cac nha cung cap dich vu Internet,
kién thirc nguoi sir dung va quan ly mang.

e Giao thizc TCP: La mot trong cac giao thuc cét 16i cua bd giao thuc
TCP/IP. Sir dung TCP, cac ung dung trén cac may chu duoc ndi mang c6 thé
tao cac "két ndi" v4i nhau, ma qua d6 ching co thé trao d6i dir liéu hodc cac
goi tin. Giao thirc nay dam bao chuyén giao dir liéu téi noi nhan mot cach
dang tin cdy va dung thir ty. TCP con phan biét gitta dir liéu cua nhiéu tng
dung (chang han, dich vu Web va dich vu thu dién tir) ddng thoi chay trén
cung mot may chu.

TCP hd trg nhiéu giao thuc ng dung pho bién nhat trén Internet va céac
tng dung két qua, trong d6 c6 WWW, thu dién tir va Secure Shell.

Trong bo giao thuc TCP/IP, TCP la tang trung gian giita giao thuc IP
bén dudi va mot tng dung bén trén. Cac tng dung thuong can cac két ndi
dang tin cay kiéu duong ong dé lién lac voi nhau, trong khi d6, giao thuc IP
khong cung cap nhitng dong kiéu do, ma chi cung cap dich vu chuyén gai tin
khong dang tin cdy. TCP lam nhiém vu cua tang giao van trong md hinh OSI
don gian ctia cac mang may tinh.

e Giao thitc UDP: L& mdt trong nhitng giao thic cbt 18i cua giao thic
TCP/IP. Dung UDP, chuong trinh trén mang may tinh c6 thé gui nhiing dix
liu ngan duoc goi la datagram ti may khac. UDP khdng cung cap su tin cay
va thir tu truyén nhan ma TCP 1am; cac goi dix liéu c6 thé dén khong dung thr
tu hodc bi mat ma khdng c6 théng béo. Tuy nhién UDP nhanh va hiéu qua
hon ddi voi cac muc tiéu nhu kich thudc nho va yéu cau khat khe vé thoi
gian. Do ban chat khdng trang thai caa n6 nén né hitu dung di vai viéc tra loi
c4c truy van nho véi s6 luong 16n ngudi yéu cau.

Nhitng ang dung phé bién sir dung UDP nhu DNS (Domain Name

System), ung dung streaming media, Voice over IP, Trivial File Transfer
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Protocol (TFTP), va game truc tuyén.

e Giao thic FTP (File Transfer Protocol - Giao thic truyén tap tin)
thuong dugce dung dé trao doi tap tin qua mang ludi truyén théng dung giao
thirc TCP/IP (chang han nhu Internet - mang ngoai bd - hoic intranet - mang
noi bo). Hoat dong caa FTP can c6 hai may tinh, mot may chu va mot may
khach). May cha FTP, dung chay phan mém cung cép dich vu FTP, goi Ia
trinh chu, ling nghe yéu cau vé dich vu ciia cac may tinh khéac trén mang luéi.
May khach chay phan mém FTP danh cho nguoi sir dung dich vu, goi 12 trinh
khéch, thi khai dau mot lién két véi may chii. Mot khi hai may da lién két voi
nhau, may khach cé thé xir Iy mot s6 thao tac vé tap tin, nhu tai tap tin Ién
may chu, tai tap tin tir may chu xuéng may ctia minh, doi t&n cua tap tin, hoac
x0a tap tin & may cha v.v. Vi giao thirc FTP 1a mét giao thic chuan cong
khai, cho nén bat ca mot cong ty phan mém nao, hay mét 1ap trinh vién nao
cling c6 thé viét trinh chu FTP hoac trinh khach FTP. Hau nhu bt c mot nén
tang hé diéu hanh may tinh nao ciing hd trg giao thire FTP. Diéu nay cho phép
tat ca cac may tinh két ndi véi mot mang lugi ¢6 nén TCP/IP, xur ly tap tin
trén mot may tinh khéc trén ciing mot mang lugi véi minh, bat ké may tinh ay
ding hé diéu hanh nao (néu cac may tinh 4y déu cho phép su truy cap cua cac
may tinh khac, dung giao thirc FTP). Hién nay trén thi truedng c6 rat nhiéu cac
trinh khéch va trinh chit FTP, va phan déng cac trinh tng dung nay cho phép
nguoi dung duoc 1y tu do, khéng mét tién.

e Giao thirc SMTP (Simple Mail Transfer Protocol - giao thirc truyén
tai thu tin don gian) 1a mot chuan truyén tai thu dién tir qua mang Internet.
SMTP ding céng 25 cua giao thirc TCP. Bé xac dinh trinh chi SMTP cua
mot tén mién nao dy (domain name), ngudi ta ding mot mau tin MX (Mail
eXchange - Trao doi thu) cia DNS (Domain Name System - Hé thong tén

mién).
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SMTP dinh nghia tt ca nhitng gi da lam v6i email. N6 xac dinh ciu triic
ctia cac dia chi, yéu cau tén mién va bat cu diéu gi lién quan dén email. SMTP
cling xac dinh cac yéu cau cho Post Office Protocol (POP) va truy cap
Internet Message Protocol (IMAP) may chu, do d6 email duoc gui dung cach.

e Giao thizc HTTP (HyperText Transfer Protocol - Giao thirc truyén tai
siéu van ban) la mot trong nam giao thic chuan vé mang Internet, dugc ding
dé lién heé thong tin gitta May cung cap dich vu (Web server) va May st dung
dich vu (Web client) la giao thac Client/Server dung cho World Wide Web-
WWW, HTTP la mét giao thirc irng dung cua b giao thirc TCP/IP (cac giao
thirc nén tang cho Internet).

e Giao thizc HTTPS (Hypertext Transfer Protocol Secure) 1a mot sy két
hop gitra giao thac HTTP va giao thicc bao mat SSL hay TLS cho phép trao
do6i thong tin mot cach bao mat trén Internet. Giao thicc HTTPS thuong dugc
diing trong cac giao dich nhay cam can tinh bao mat cao.

e Giao thuirc TELNET (TErminaL NETwork) la mét giao thirc mang
dugc ding trén cac két ndi vai Internet hoic cac két ndi tai mang may tinh
cuc bo LAN. TELNET thuong duoc dung dé cung cap nhiing phién giao dich
dang nhap, gitra cac may trén mang Internet, dung dong Iénh c6 tinh dinh
huéng nguoi ding. Tén cua nd ¢6 ngudn géc tir hai chit tiéng Anh "telephone
network" (mang dién thoai), vi chuong trinh phan mém duoc thiét ké, tao cam
giac nhu mot thiét bi cudi duoc gan vao mot may tinh khac.

e Giao thizc SSH (Secure Shell) 12 mét giao thirc mang dung dé thiét
lap két ndi mang mot cach bao mat. SSH hoat dong & 16p trén trong md hinh
phan 16p TCP/IP. Céc cong cu SSH (nhu 1a OpenSSH, ...) cung cap cho nguoi
ding céch thuc dé thiét 1ap két néi mang duoc ma hoa dé tao mot kénh két ndi
riéng tu. Hon nita tinh ning tunneling ctia cac cong cu nay cho phép chuyén

tai cac giao van theo cac giao thuc khac.
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e Giao thizc ICMP (Internetwork Control Message Protocol) cho phép
viéc thir nghiém va khic phuc cac sy ¢b cua giao the TCP/IP. ICMP dinh
nghia cac cac thong di€p duoc dung dé xac dinh khi nao mot hé théng mang
c6 thé phan phdi cac goi tin. That ra, ICMP 1a mét thanh phan bat budc caa
moi hién thyuc IP. Trong mét vai truong hop, mot gateway hoac mot may dich
s& can giao tiép v4i may ngudn dé bao cao lai cac 151 xay ra trong qué trinh Xt
1y goi tin. Trong trueong hop d6, ICMP s€ dugc dung. ICMP str dung IP nhu
thé nd nam & mot mie cao hon
1.2.3. Céac ky thuat tan cong mang may tinh

- Nghe trém (Eavesdropping)

Nhin chung, phan Ién céc thong tin lién lac mang dién ra ¢ dang rd
(cleartext) - dinh dang khéng bao dam an toan, cho phép ké tan cong cé thé
can thiép vao di liéu trén mang nhu nghe 1én, chinh stra ni dung thong tin...
Néu khong c6 cac dich vu mi héa manh mé dua trén mat ma, dir liéu trén
mang c6 thé bi doc boi nhiing ké co y d6 xau va gay ra ton that 16n cho ca
nhan cling nhu cac doanh nghiép.

Viéc nghe trom thong tin trén duong truyén cd thé duoc thyc hién bang
viéc cai keylog, phan mém chan bét g6i tin, phan tich giao thuc hay tham chi
la céc thiét bj phan cing hd tro viéc “lang nghe” cac thong tin lién lac trén
mang.

- Gia mgo (Spoofing)

Hau hét cac mang va hé diéu hanh sir dung dia chi IP dé xac nhan mot
dbi tuong 1a hop 18. Trong mét sb trudng hop, mot dia chi IP ¢6 thé bi gia
mao, ké tin cong ciing co thé st dung nhitng chwong trinh dic biét dé xay
dung céc gai tin IP c6 vé nhu xuét phat tir nhitng dia chi hop 1é thuéc mang

noi bo cia mot cong ty. Sau khi doat dugc quyén truy cap vao mang bang IP
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hop 18, ké tan cdng c6 thé thuc hién cac ¥ do xau nhu stra doi, dinh tuyén lai
hay xda dir liéu hé thong.

- Tdn cbng ter choi dich vu (Denial of Service)

Pay 1a dang tin cong trong do ké tan cong lam cho tai nguyén cua bo
nhé tré nén qué tai khdng thé xt Iy cac yéu cau hop 1é hodc tir chdi nguoi
dung hop phép truy cap vao may tinh hay mang may tinh.

Cac loai tan cong tir chéi dich vu phd bién:

Tear drop: Tat ca cac dit liéu chuyén di trén mang tir hé théng ngudn dén
hé thong dich déu phai trai qua 2 qué trinh: dit liéu s& duoc chia ra thanh céac
manh nhé & hé théng ngudn, mdi manh déu phai ¢ mot gia tri offset dinh dé
xéac dinh vi tri cia manh d6 trong goi dir liéu dugc chuyén di. Khi cac manh
nay dén hé thong dich, hé théng dich s& dya vao gia tri offset dé sap xép cac
manh lai véi nhau theo thtr ty dang nhu ban dau. Loi dung so hé do, ta chi
can goi dén hé théng dich mot loat goi packets vai gia tri offset chong chéo
lén nhau. Hé thong dich s& khdng thé nao sap xép lai cac packets nay, no
khong diéu khién duoc va cd thé bi crash, reboot hoac ngirng hoat dong néu
s6 lugng goi packets vai gia tri offset chong chéo 1én nhau qué Ion.

SYN Attack: Trong SYN Attack, hacker s& gai dén hé théng dich mot
loat SYN packets véi dia chi ip nguon khong co thuc. Hé théng dich khi nhan
dugc cac SYN packets nay sé goi tro lai cac dia chi khdng c6 thuc d6 va cho
doi dé nhan thdng tin phan hoi tir cac dia chi ip gia . Vi day la cac dia chi IP
khong cé thuc, nén hé thong dich s& s& chd doi vo ich va con dua cac
“request” chd doi nay vao bo nhd, gay lang phi mot luong dang ké bd nhé
trén may chu ma dang ra 1a phai dung vao viéc khac thay cho phai cho doi
thong tin phan hdi khong cé thuc nay . Néu ta gai cling mét ldc nhiéu goi tin
c6 dia chi IP gia nhu vay thi hé thdng sé& bi qua tai ddn dén bj crash hoic boot

may tinh[1].
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Smurf Attack: Trong Smurf Attack, hacker s& géi cac goi tin ICMP dén
dia chi broadcast caa mang khuéch dai. Diéu dic biét 1a cac gdi tin ICMP
packets ndy c6 dia chi ip nguon chinh 1a dja chi IP cta nan nhan. Khi cac
packets d6 dén duogc dia chi broadcast cia mang khuéch dai, cac may tinh
trong mang khuéch dai s& tuong rang may tinh nan nhan da goi goi tin ICMP
packets dén va ching s& ddng loat goi tra lai hé théng nan nhan cac goi tin
phan hoi ICMP packets. Hé thong may nan nhan s& khéng chiu ndi mét khdi
lwong khong 16 cac géi tin nay va nhanh chéng bi nging hoat dong, crash
hoac reboot.

UDP Flooding: Cach tan cong UDP doi hoi phai ¢d 2 hé théng may cing
tham gia. Hackers s& 1am cho hé théng ciia minh di vao mot vong lap trao doi
cac dir liéu qua giao thuc UDP. Va gia mao dia chi IP cia cac goi tin 1a dia
chi loopback (127.0.0.1) , rdi gai géi tin nay dén hé théng cua nan nhan trén
cong UDP echo (7). Hé théng cua nan nhan s& tra loi lai cac messages do
127.0.0.1 (chinh nd) goi dén, két qua 1a nd s& di vong mot vong lap vo tan.
Tuy nhién, c6 nhiéu hé théng khong cho dung dia chi loopback nén hacker s&
gia mao mét dia chi IP cia mot may tinh ndo d6 trén mang nan nhan va tién
hanh ngap lut UDP trén hé théng ctua nan nhan.

Tan cong DNS: Hacker c6 thé d6i mot 16i vao trén Domain Name
Server cua hé théng nan nhan réi cho chi dén mot website nao d6 cua hacker.
Khi méay khach yéu cau DNS phan tich dia chi bi xam nhap thanh dja chi IP,
lap tirc DN'S (d4 bi hacker thay doi cache tam thoi) s& d6i thanh dia chi IP ma
hacker da cho chi dén d6. Két qua 1 thay vi phai vao trang Web muén vao thi
cac nan nhan s& vao trang Web do chinh hacker tao ra. Mot cach tan cong ti
chéi dich vu that hitu higu[1].

Distributed DoS Attacks (DDoS): DDoS yéu cau phai cd it vai hackers

cung tham gia. Pau tién cac hackers s& c6 tham nhap vao cac mang may tinh
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dugc bao mat kém, sau d6 cai 1én cac hé thdng nay chwong trinh DDoS
server. Bay gio cac hackers s& hen nhau dén thoi gian di dinh s& ding DDoS
client két ndi dén cac DDoS servers, sau d6 d¢dng loat ra Iénh cho cac DDoS
servers nay tién hanh tan cong DDoS dén hé théng nan nhan.

DRDoS (The Distributed Reflection Denial of Service Attack): Day c¢o 1€
la kiéu tan céng loi hai va 1am boot may tinh cia dbi phwong nhanh gon .
Céach 1am thi cling twong tu nhu DDos nhung thay Vi tan céng bang nhiéu
may tinh thi nguol tin céng chi can ding mot may tan cong thdng qua cac
server 16n trén thé gigi. Van voi phuong phap gia mao dia chi IP cuaa victim ,
ké tan cong s& goi cac goi tin dén cac server manh, nhanh va c6 dudng truyén
rong nhu Yahoo .v.v... , cac server nay s& phan hoi cac goi tin 6 dén dia chi
cua victim. Viéc cing mot ldc nhan duoc nhiéu goi tin théng qua cac server
I6n nay s& nhanh chéng 1am nghén duong truyén caa may tinh nan nhan va
lam crash, reboot may tinh d6. Cach tan cong nay loi hai & chd chi can mot
may c6 két ndi Internet don gian voi dudng truyén binh thuong ciing c6 thé
danh bat duoc hé thdng co duong truyén tbt thé gisi néu nhu ta khong kip
ngan chan.

- Tan cong ké ding giiza (MITM - Man-in-the-middle)

Man-in-the-Middle (MITM) Ia hinh thtc tin cong ma ké tan céng nam
ving trén duong truyén véi vai trd 1a may trung gian trong viée trao doi thong
tin gitta hai may tinh, hai thiét bi, hay gitta mot may tinh va server, nham
nghe trom, thong dich dir liéu nhay cam, danh cap thong tin hoic thay doi
ludng dit liéu trao doi gitta cac nan nhan.

Hién nay c6 cac hinh thac tin cong MITM phé bién nhu:

e T4n cdng gia mao ARP cache (ARP Cache Poisoning).
e T4n cong gia mao DNS (DNS Spoofing hay DNS Cache Poisoning).

e Chiém quyén diéu khién Session (Session Hijacking).
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e Chiém quyén diéu khién SSL.

- Tan cdng chan bat (Sniffer)

Sniffer 1a mét ang dung hoic mét thiét bi c6 thé doc, theo dbi va chan
bit dit liéu trao ddi va cac goi tin trén mang. Néu cac goi tin khong dugc ma
hoa, sniffer s& cung cAp mot cai nhin day du vé cac dit liéu bén trong goi tin.
Tham chi cac goi tin dd dugce dong goi ciing co thé bi pha v& va doc trir khi
chung duoc ma hoa va ké tan cong khong khai thac duoc khoa giai ma. Bang
cach sir dung Sniffer, ké tin cong c6 thé:

e Phan tich mang cua d6i phuong va thu thap thdng tin nham khién
cho hé théng bi tri tré hoic dinh 16i.
e Doc cac thong tin lién lac

- Tdn cbng 16p #ng dung (Application-layer)

Muc tiéu ciia mot cudc tan cong 1én 16p tng dung l1a cac may chu Gng
dung, né dugc thuc hién bang cach cb tinh gay ra 15i trong hé diéu hanh caa
may chu hoic cac ung dung chay trén may cha. Diéu nay sé dan dén viéc ke
tan cong cd kha ning vuot qua cac kiém soat truy cap binh thuong. Nhiing ké
tan cdng loi dung k& ho nay dé gianh quyén kiém soat cac ung dung 1an hé
théng mang va c6 thé thuc hién cac hanh vi sau:

e Doc, thém, x06a, stra dit liéu hoac hé diéu hanh

e Cai dat va lay nhiém cac chuong trinh virus 1én hé thong

o Két hop cai dit cac chuong trinh chan bat, nghe Ién théng tin trén
mang

e Can thiép dén qua trinh hoat dong cua wng dung hoic hé diéu hanh
nhu ngat két ndi, tit may...

e /6 hiéu hoa cac kiém soat an toan dé thuc hién cac cudc tan cong

trong tuong lai[1].
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CHUONG 2. PHAN TiCH PIEU TRA MANG VA PHAN TIiCH GOl
TIN TRONG PIEU TRA MANG

2.1.Quy trinh téng quan trong phén tich diéu tra mang

Chuan bi va
uy quyén

Phat hién su cé
/hanh vi pham t41

Ung pho st c6 ]

[Thu thap vét tich

E)uy tri va bao vé

< [ Kiém tra }1
< [ Phan tich ]1

Diéu tra,quy két
trach nhiém

- E'(;)ng két d¢anh gia

Hinh 2.1. Quy trinh chung trong phan tich diéu tra mang
Phan nay trinh bay quy trinh chung cho viéc phan tich diéu tra mang

nham xac dinh mot cach cu thé cac budc thyuc hién tir nhitng mé hinh da duoc
dé xuat cho diéu tra sd.

2.1.1. Giai doan 1: Chuan bi va ity quyén
Network Forensics chi ap dung cho cac méi truong ma ¢ d6 nhirng céng

cu an ninh mang nhu hé thong phat hién xam nhap 1DS, hé théng phan tich

g6i tin, twong lta, phan mém do dac luu lugng,... duoc trién khai tai nhiing
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diém chién lugc trén mang. Doi ngii quan ly nhitng cdng cu nay phai dugc
dao tao dé dam bao c6 thé thu thap sb bang ching téi da va chit luong nhat
nham tao diéu kién thuan lgi cho viéc quy két hanh vi pham toi. Ngoai ra viéc
giam sat luu luong mang con c¢é nhimg chinh sach an toan dwgc thiét 1ap
nham han ché su vi pham dén yéu t6 riéng tu ctia cac c& nhan va to chuc.
Honeynets va network telescope ciing c6 thé duoc trién khai dé thu hit ké tan
cdng, nghién ctu cac hanh vi va tim hiéu chién thuat cua ching.

2.1.2. Giai doan 2: Phat hién s ¢6 hoic hanh vi pham téi
Nhirng canh bao duoc tao ra bai cac cong cu bao mat khac nhau chi ra

cac vi pham vé an ninh hay chinh séch s& dugc theo doi. Bat ki mot su viéc
trai phép hay hanh déng di thuong bi phat hién sé dugc phén tich. Su hién
dién va tinh chat caa cudc tan cong dugc xac dinh dwa vao cac thdng sé khac
nhau. Mot su xac minh nhanh chéng duoc thyc hién dé danh gia va xac nhan
tan céng kha nghi. Diéu ndy tao diéu kién thuan loi cho viéc quyét dinh quan
trong lidu co tiép tuc diéu tra hay boé qua cac canh bao nhu 1a bao dong sai.
Can thuc hién cac bién phap phong ngira dé chang cir khong bi sira doi trong
qué trinh ndy. Viéc x4c nhan vu viéc chia ra lam hai hudng - (ng pho su ¢6 va
thu thap du liéu.

2.1.3. Giai doan 3: Ung pho sw c6
Viéc ddi pho véi toi pham hay cac xdm nhap di phat hién bat dau dua

trén théng tin duoc thu thap nham xac nhan va danh gia vu viéc. Cac phan
g ban dau phu thudc vao céc loai hinh tin cong duoc xac dinh va hudng
dan bai chinh sach t6 chuc, phéap luat va thuong mai. Mot ké hoach hanh dong
vé viéc 1am thé nao dé ngin chan cac cudc tan cong trong tuong lai va phuc
hoi tir c4c ton that ton tai ban dau. Bong thoi, quyét dinh lidu co tiép tuc diéu
tra va thu thap thém thong tin hay khong. Giai doan nay dugc ap dung d6i voi
nhitng truong hop ma cudce diéu tra dugc khoi tao trong khi tan cong dang

thuc hién va khéng cé théng bado pham toi.
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2.1.4. Giai doan 4: Thu thap cac vét tich mang
Dit liéu thu duoc tir cac bo cam bién (sensor) duoc sir dung dé thu thap

lwu lwgng mang. Cac cam bién sir dung phai an toan, c6 kha ning chiu 15i,
gidi han quyén truy cap va phai c6 kha nang tranh sy thoa hiép. Mot thu tuc
dugc xac dinh rd bang cach sir dung nhitng cdng cu tin cay, phan cing va
phan mém, phai dugc dung dé thu thap chiing ctr tdi da nhung lai gay ra tac
dong toi thiéu dén nan nhan. Mang phai dugc giam sat dé xac dinh cac tan
cong trong tuong lai. Tinh toan ven cua dir liéu dugc ghi lai va cac ban ghi su
kién mang phai dugc dam bao. Viéc thu thap 1a kho khan nhat ddi véi dit liéu
cua luu lugng mang thay d6i mot cach nhanh chong va né khéng cé kha nang
tao ra cling cac dau vét ¢ nhiing 1an sau. Sé luong dit liéu dugc ghi lai s& rat
I6n, yéu cau mot khdng gian bo nhé twong dwong va hé thdng phai co kha
nang dé xir 1y cac dinh dang khac nhau mét céach thich hop.

2.1.5. Giai doan 5: Duy tri va bao vé
Cac dit liéu ban dau ldy tir cac dau vét (traces) hay cac ban ghi (records)

s& duoc luu trit trén mot thiét bi sao luu. Viée bam gia tri cta dir liéu thu duoc
sé dam bao an toan cho dir liéu, n6 dam bao tinh chinh xac va dé tin cay cua
dir liéu duoc bao quan. Chudi giam sat duoc thuc hién chinh xac dé khong
Xay ra viéc st dung trai phep hay gia mao. Mdt ban sao Iuu khac ctua dir li¢u
s& duoc sir dung cho phan tich va luu luong mang ban dau thu duoc s& dugc
bao quan. Viéc nay dugc thuc hién dé qua trinh diéu tra c6 thé ching minh
mot 1an nixa trén di lieu gbe duoc bao quan dé dap tng cac yéu cau phép ly.

2.1.6. Giai doan 6: Kiém tra
Cac dau vét thu duogc tir cdc cam bién an toan khac nhau duoc tich hop

va két hop dé tao ra mot tap dir liéu 16n ma viéc phan tich c6 thé thuc hién
dugc. Viéc sip xép va dan nhan thoi gian cling duoc thyc hién dong thoi.
Diéu ndy nham dam bao théng tin quan trong khong bi mat hoic Ian 16n. Dix

liu an hodc nguy trang caa ké tin cong can phai dugc phuc hdi. Dit liéu thu
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thap duoc phan loai va nhém thanh cac nhém dé dé dang trong khau quan 1y.
Thong tin du phong va dir liéu khdng lién quan bi loai bo con céac thudc tinh
dai dién tdi thiéu dugc xac dinh dé han ché luong thdng tin nham phan tich
cac bang chiing c6 kha nang nhat.

2.1.7. Giai doan 7: Phan tich
Chting ctr sau khi thu thap duoc tim kiém cach thic phi hop dé khai thac

dau hiéu dac biét cua toi pham. Cac dau hiéu nay dugc phan loai va bang suy
luan tuong quan dé dua ra nhitng nhan xét quan trong théng qua cac mau tan
cong da co. Tiép can bang phuong phap théng ké va khai pha dit lidu duoc
dung dé tim kiém dir liu va két hop v&i mau tan cong phl hop. Mot vai
théng s6 quan trong c6 lién quan dén su thiét 1ap cac két ndi mang, truy van
DNS, phan manh géi tin, k§ thuat in dau giao thic va hé diéu hanh, cac tién
trinh gia mao, phan mém hay rootkit dugc cai dit. Cac mau tan coéng dugc
xau chudi véi nhau va tin cong s& duoc xay dung va thuc hién lai nhim nam
dugc y dinh va phuong thire hanh dong cua ké tan cong. Cac két qua cua giai
doan nay la sy xac nhan cac hoat dong dang ngo.

2.1.8. Giai doan 8: DPiéu tra va quy két trach nhiém
Cac thong tin c6 tir dau vét biang chimg duoc dung dé xac dinh ai? céi

gi? & dau? khi nao? nhu thé nao? va tai sao gay ra su cd. Viéc nay sé gilp cho
viéc xay dung lai kich ban tan céng va quy két trach nhiém. Phan kho khan
nhat cia viéc phan tich phap y 1a xac dinh danh tinh ké tan céng. Hai cach
thire don gian cia ké tin cong dé che giau ban than 1a gia mao IP va tan cong
kiéu ban dap. Cac nha nghién ctru da dé& xuét nhiéu giai phap xac dinh IP dé
tim kiém dia chi chinh xé&c cia ké tan cong dau tién nhung van con mot van
dé mo. Ké tan cong sir dung ban dap tc 1a cac hé théng da bi thoa hiép dé
thuc hién tan cong. Chang cé thé bi phét hién s dung phuong phép tiép can
dua vao sy twong tu va bat thuong trong sb liéu thong ké gdi tin. Céch tiép

can cua viéc diéu tra phu thudc vao dang tan cong.
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2.1.9. Giai doan 9: Tong két danh gia
Két qua diéu tra dugc tra duoc trinh bay theo ngén tir dé hiéu dé can bo

quan 1y t6 chtc va can bo phap ché thuan lgi trong khi cung cip céc giai thich
cua nhiing tha tuc tiéu chuan khac nhau ding dé di dén két luan. Céc tai liéu co
hé thdng ciing dugc bao gdm dé dap tng cac yéu cau. Nhitng két luan ciing
duoc trinh bay sir dung truc quan dé ho cd thé dé dang nim bat. Cac dir liéu
théng ké duoc giai thich véi sy hd trg cua cac két luan dén. Mot béo céo toan
dién caa vu viéc duoc thuc hién va céc bién phap duoc khuyén nghi dé ngin
ngtra nhitng su ¢ twong tu Xay ra trong tuong lai. Cac két qua duoc tai liéu hoa
dé s dung trong viéc diéu tra tuong lai va cai thién cac san pham bao
mat[2],[4].

2.2. Ky thuat phan tich diéu tra mang
2.2.1. Phan tich gai tin
Phan tich goéi tinthong thuong dugc quy vao viéc nghe cac goi tin va

phan tich giao thirc, md ta qua trinh bat va phién dich cac dir liéu song nhu 1a
cac luong dang luu chuyén trong mang véi muc tiéu hiéu rd hon diéu gi dang
dién ra trén mang. Phan tich goi tin thuong duoc thuc hién bdi mot packet
sniffer, mot cong cu duoc st dung dé bat dir lidu tho dang luu chuyén trén
duong day. Phan tich goi tin c¢d thé gilp ching ta hiéu ciu tao mang, ai dang
& trén mang, xac dinh ai hoac cai gi dang st dung bang thong, chi ra nhitng
thoi diém ma viéc str dung mang dat cao diém, chi ra cac kha nang tan cong
va cac hanh vi pha hoai, va tim ra cac tng dung khong dugc bao mat.

Pé thuc hién viéc bat cac goi tin trén mang, phai chi ra nhiing vi tri
tuong ung dé dat “may nghe” vao hé théng duong truyén cua mang. Qua trinh
nay don gian la dat “may nghe” vao dung vi tri vat ly nao trong mot mang
may tinh. Viéc nghe cac géi tin khong don gian chi 14 cam mot may xéach tay
vao mang va bat géi. Thuc té, nhiéu khi viéc dat may nghe vao mang khé hon

viéc phan tich céc gdi tin. Thach thuc cua viéc nay 1a & chd 1a c6 mot sb
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lwgng 16n céc thiét bi mang phan ctimg duoc sir dung dé két ndi cac thiét bi
véi nhau. Ly do 1a vi 3 loai thiét bi chinh (hub, switch, router) c6 nguyén ly
hoat dong rat khac nhau. Va diéu nay doi hoi ta phai ndm rd duoc cau trlc vat

ly cia mang ma ta dang phan tich.

2.2.2. Phan tich théng ké lwu lweng
Thong luong caa mot mang 6 thé duoc do bang cac cong cu ¢ san

trén cac nén tang khac nhau. Ly do dé do thong lugng trong mang la moi
nguodi thudng quan tam dén dir liéu toi da trong mdi gidy cua mot lién két
thong tin lién lac hay mot truy cap mang. Mot phuong phap dién hinh thuc
hién viéc do dac nay la chuyén mot tap tin Ion tir mot hé théng sang mét hé
théng khac va do thoi gian can thiét dé hoan tat viéc chuyén giao hay sao
chép tap tin. Thong luong sau d6 dugc tinh bang cach chia kich thudc tap tin
theo thoi gian dé c6 duoc két qua theo megabit, kilobit hay bit trén mdi giay...

Tuy nhién, két qua cia mot lan tinh nhu vay s& dan dén viéc théng
lugng trén thuc té it hon thong luong dit liéu toi da trén 1y thuyét, 1am nguoi
ta tin rang lién két théng tin lién lac cua ho 1a khdng chinh xac. Trén thuc té,
c6 rat nhiéu céac chi phi chiém trong thong luong ngoai cac chi phi truyén tai,
bao gém ca do tré, kich thudc cira s6 va han ché cua hé thong, c6 nghia 1a cac
két qua khdng phan anh dugc thong luong tdi da dat duoc.

Phan mém kiém tra bang thong duoc sir dung dé xac dinh bang thong
t6i da cia mot mang hoic két ndi internet. N6 thuong duoc thuc hién bang
cach c6 gang tai vé hoac tai Ién sé dir liéu toi da trong thoi gian ngan nhat. Vi
ly do nay, kiém tra bang thong c6 thé tri hodn toc do truyén cua mang va gay
ra chi phi dir liéu tang cao.

Mot phuong phap chinh xac hon 1a sir dung phan mém chuyén dung
nhu Netcps, JDSU QT600, Spirent Test Center, IxChariot, Iperf, Ttcp, netperf
hay bwping dé do thong luong ti da cho mot truy cap mang.
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2.2.3. Phan tich nhat ky, sw kién
Mot tép tin nhat ky la mot ban ghi caa cac su kién xay ra trong hé

théng hay trong mot mang bét ki. Tép tin nhat ky bao gém cac muc nhap vao,
mdi muc chira cac théng tin lién quan dén mot su kién cu thé da xay ra trong
hé théng. Ban dau, c4c tép tin nhat ky duoc st dung chu yéu cho van dé xir ly
su ¢ nhung bay gio n6 phuc vu cho rat nhiéu chitc ning bén trong cac to
chtrc nhu t6i wu hoa hé théng va hiéu nang mang, cung cap cac di liéu hiru
ich trong viéc diéu tra nhiing hoat dong pham toi.

Cac tép tin nhat ky duoc phét trién dé chtra thém cac thdng tin lién
quan dén nhiéu loai su kién khac nhau xay ra trén mang hay trong mét hé
théng. Trong mot té chirc, cac tép tin nhat ky chira nhitng ban ghi lién quan
dén an ninh may tinh, vi du pho bién vé céc ban ghi nay la ban ghi kiém toan,
theo d6i nd luc xac thuc ngudi ding va nhat ky cua cac thiét bi an toan ghi lai
nhitng cudc tin cdng vao hé thng.

Viéc trién khai rong rai cac may chi, may tram, céac thiét bi may tinh
cung mang ludi internet da lam gia ting mbi de doa d6i véi mang va hé
thng, sb lwgng, khdi lwong va su da dang cua céc tép tin nhat ky 1am cac ban
ghi bao mat tang 1én rat nhiéu. Diéu nay di tao ra su can thiét cua viéc phan
tich cac tép tin nhat ky ding cho nhitng muc dich riéng, dic biét 1a trong diéu
tra tin cong mang.

Tép tin nhat ky c6 thé chira nhiéu thdng tin vé cac sy kién xay ra trong
hé thdng, cd thé phan loai thanh cac dang dic biét sau:

- Nhat ky phan mém bao mat (security software logs) chu yéu chira cac
thong tin lién quan dén an ninh may tinh va céc thiét bj an toan.
- Nhat ky hé diéu hanh (operating system logs) lién quan dén cac su kién

Xay ra trong qua trinh van hanh.

39



- Nhat ky ¢ng dung (application logs) chira nhiéu théng tin vé di liéu

cua hé thong.

2.3. COng cu sir dung trong phén tich diéu tra mang
2.3.1. Wireshark

WireShark c¢6 mot bé day lich str, Gerald Combs 1a nguoi dau tién phat
trién phf?m mém nay. Phién ban dau tién duoc goi la Ethereal dugc phat hanh
nam 1998. Tam nim sau ké tir khi phién ban dau tién ra doi, Combs tir bo
cong viéc hién tai dé theo dudi mot co hoi nghé nghiép khac. That khong
may, tai thoi diém d6, ong khong thé dat dugc thoa thuan véi cong ty di thué
ong vé viéc ban quyén cia thuong hiéu Ethereal. Thay vao d6, Combs va
phan con lai cua doi phét trién d3 xdy dung mot thuong hiéu méi cho san
phém “Ethereal” vao nam 2006, du an tén la WireShark.

WireShark d3 phat trién manh mé& va dén nay, nhom phat trién cho dén
nay da lén t&i 500 cong tac vién. San pham da ton tai dudi cai tén Ethereal
khong duogc phat trién thém.

Loi ich Wireshark dem lai d gitup cho no trd nén pho bién nhu hién nay.
N6 ¢6 thé dap tmg nhu cau ciia ca cac nha phan tich chuyén nghiép 1an nghiép
du va nd dua ra nhiéu tinh nang dé thu hut mdi dbi tuong khac nhau[9].

2.3.2. NetworkMiner

NetworkMiner 12 mot céng cu phan tich diéu tra mang (Network
Forensics Analysis Tool — NFAT) cho Windows. NetworkMiner c6 thé duoc
st dung nhu mot cdng cu chan bat gdi tin thu dong nham nhan biét cac hé
diéu hanh, céc phién Iam viéc, tén host, cac port ma... ma khong can dat bat
ctr ludng di liéu nao 1én mang.

NetworkMiner ciing c6 thé phan tich cac tép tin .pcap trong trudng hop
ngoai tuyén va tai tao cac tap tin truyén tai, cau tric thu muc hay ching chi tir

tép tin .pcap. Muc dich ctia NetworkMiner 1a thu thap dit liéu (chang han nhu
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chung ct phép 1y) vé cac host trén mang chir khéng phai thu thap dit liéu vé
lwu lwong truy cap, 1a quan tdm dén trung thm may chu (nhém cac théng tin
trén tirng may) chir khéng phai 1a trung tam gdi tin (thdng tin vé danh séch
cac goi tin, khung nhin...). NetworkMiner ciing rat tién dung khi phan tich ma
doc nhu C&C (command & control — ra Iénh va diéu khién) kiém soat luu
luong truy cap tir mang ludi botnet.

2.3.3. Snort
Snort 13 mot hé théng phét hién xam nhap mang (NIDS) ma nguon mo

mién phi. NIDS 1a mot kiéu cua hé thong phét hién xam nhap (IDS), duoc sir
dung dé giam sét dir liéu di chuyén trén mang. Ciing c6 thé cac hé thong phét
hién xam nhap Host-based, duoc cai dat trén mot Host cu thé va chi dé phét
hién cac su tan cong nham dén Host d6. Mic di tat ca cac phuong phap phat
hién xam nhap van con méi nhung Snort duoc danh gia 1a hé thong tét nhat
hién nay.

Snort chi yéu 1a mot IDS dya trén luat, tuy nhién cac Input plug-in ciing
ton tai dé phat hién su bat thuong trong cac Header cua giao thic. Snort str
dung cac luat dugc luu trit trong cac File Text, ¢ thé dugc chinh sta boi
nguoi quan tri. Cac luat thuoc vé mdi loai duoc luu trong cac File khac nhau.
File cau hinh chinh caa Snort 13 snort.conf. Snort doc nhing luat nay vao lic
khoi tao va xay dung cau trtc di liéu cung cip nhim phan tich cac dir liéu thu
duoc. Tim ra cac dau hiéu va st dung chlng trong cac luat 1a mot van dé doi
hoi sy tinh té, vi cang st dung nhiéu luat thi nang luc xir 1y cang dugc doi hoi
dé thu thap di liéu trong thuc té. Snort c6 mot tap hop cac luat duoc dinh nghia
truée dé phat hién cac hanh dong xam nhap va chung ta ciing c6 thé thém vao
c4c luat cua chinh minh. Ciing c6 thé x6a mot vai luat di duoc tao trude dé

tranh viéc bao dong sai.
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2.3.4. Tcpxtract & TCPflow
Tepxtract 1a cdng cu dung dé giai nén céc tép tin tir luu lugng mang dua

trén cac dau hiéu, dang tiéu dé va phu dé (hay con goi 1 “carving” — cham
khic), day 1a mot k§ thuat khoi phuc dir liéu kiéu cii. Nhitng c¢éng cu nhu
Foremost str dung k§y thuat nay dé khoi phuc cac tép tin tir bat ki ludng dit liéu
nao. Tcpxtract dac biét sir dung ky thuat nay vao viéc chan bat cac tép tin
duogc truyén qua mang. Cac cong cu khac véi chic ning tuong tu 12 driftnet
va EtherPEG, 2 cbng cu nay dung dé theo ddi va giai nén tép tin hinh anh trén
mang va thuong duoc st dung boi cac nha quan tri dé giam sat cac hoat dong
truc tuyén caa nguoi dung. Han ché 16n caa driftnet va EtherPEG la chiing chi
hd tro ba dinh dang tép tin ma khong co cach nao dé bd sung thém. Cac ky
thuat tim kiém ching st dung ciing khong c6 kha nang mé rong va khdng thé
tim duoc & gigi han goi tin. Tcpxtract co nhitng tinh nang ndi bat sau:

- Hd tro 26 dinh dang tép tin phd bién. Nhitng dinh dang méi c6 thé
duoc thém bing viéc chinh stra tép tin cau hinh.

- C6 thé sir dung tép tin cau hinh cia Foremost cho Tcpxtract.

- Thuat toan tim kiém dugc tly chinh vaéi pham vi réng va toc o nhanh.

- Sir dung libpcap, mot thu vién di dong phd bién va 6n dinh cho mang
luai thu thap dix liéu.

- C6 thé dugc dung ddi voi mot mang truc tuyén hoic mot tép tin
tcpdump da duogc capture.

2.3.5. Foremost
Foremost 1a mot chuong trinh diéu khién (console) dung dé khéi phuc

tép tin dwa vao tiéu dé, phu dé va céc cau trdc dir liéu bén trong. Qua trinh
nay thuong duoc goi 1a cham khic dit liéu (data carving). Foremost c6 thé
lam viéc trén cac tép tin anh, chang han dugc tao ra boi dd, Safeback,
Encase,... hodc truc tiép tir trén 6 cung. Tiéu dé va phu dé co6 thé duoc Xac

dinh bai mét tép tin ciu hinh hoic c6 thé st dung mot switch dong 1énh dua
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trén dang tép tin tich hop. Céac dang tich hop nay s& tra ctiru cau tric dit liéu
cua dinh dang tép tin duoc cung cdp duoc nham dam bao viéc phuc hoi s&
nhanh va dang tin cay hon.

2.3.6. Scapy

Scapy la mét cong cu thao tac véi goi tin dung cho mang may tinh, dugc
viét bang Python bai Philippe Biondi. N6 ¢6 thé gia mao hoic giai ma cac goi
tin, giri lai trén duong truyén, chin bat va 1am khép cac yéu cau véi phan hoi.
N6 ciing c6 thé xir Iy nhiing tc vu khac nhu quét, truy vét, thim do, kiém thtr
don vi, tan cong va phat hién mang.

Scapy cung cap mét giao dién Python vao libpcap (WinPCap trén
Windows) theo mot cach twong tu nhu cung cap trong Wireshark, voi giao
dién capture truc quan. N6 ciing c6 thé giao tiép voi mot s6 chuong trinh khac
dé cung cap tinh truc quan ké ca Wireshark nham giai ma cac goi tin, GnuPlot
cho viéc tao do thi, graphviz hoic Vpython cho viéc hién thi...

2.4. Céch thirc phan tich géi tin trong diéu tra mang
2.4.1. Pic diém gai tin mang
- TCP:

Giao thuc diéu khién truyén TCP 1a mot giao thirc hoat dong theo
phuong thtc co lién két (connection — oriented). Trong bo giao thic TCP/IP,
no la giao thuc trung gian gitra IP va mét ing dung phia trén, dam bao dix li¢u
duoc trao d6i mot cach tin cay va dung thir ty. Cac tng dung s& gui cac dong
gom cac byte 8 bit téi TCP dé gui qua mang. TCP s& phan chia cac dong nay
thanh cac doan (segment) c6 kich thudce thich hop (thuong dua theo kich
thude cua don vi truyén dan téi da MTU cua tang lién két caa mang ma may
tinh dang nam trong d6. Sau d6 TCP chuyén cac goi tin thu duoc téi IP dé
thuc hién chuyén né qua lién mang téi modul TCP tai mdy tinh dich. Trong
quéa trinh nay, no sé co co ché bt tay, diéu khién truyén, danh sé thir tu va

stra 11 dé viéc truyén dan dién ra dung din va chinh xac.
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Pon vi dit liéu ciia TCP dugc goi 1a segment (doan dir liéu) bao gém 2 phan:
Header va Data, dugc miéu ta duéi hinh sau:

TCP Header

RFC 793 ~— Transmission Control Protocol

Bito{1(2|3|4|5/6|7(8|9 10"|2|3|41$|6‘I7|Il"2°2'|222324252617‘\2.29‘3031

T S onvce Po ‘ T Il  Port
T ol | W 16 bits)
Sequence Number
4 " (32 bits)
L) R A TR 1 é.
Acknow\ed?ement Number 2
8 (32 bits) e
£} B 9 1 ™
4! B
) 14
1 Urgent Pointer
6 (16 bits)
24
o )
24 aA;'
& i

By o TT T2 S TATSToT7] o] 9110 re o vl v o oo v s e e v Yo oo
Hinh 2.2. Tcp header
Trong do:

e Source port (16 bit): Sé hiéu cua cong caa tram ngudn

e Destination port (16 bit): Sé hiéu cua cong cua tram dich.

e Sequence number (32 bit): Trudng ndy c6 2 nhiém vu. Néu ¢ SYN
bat thi no 1a sb hiéu tuan tu khoi dau (ISN) va byte di liéu dau tién 13 ISN +
1. Néu khdng c6 ¢ SYN thi déy 1a sé hiéu byte dau tién caa segment.

e Acknowledgement number (32 bit): S6 hiéu caa segment tiép theo
ma tram nguon dang cho dé nhan. Ngam y bao nhan tét (cac) segment ma
tram dich da giri cho tram ngudn.

e Data offset (4 bit): Qui dinh d6 dai ctia phan header (tinh theo don vi
tir 32 bit). Phan header c6 d6 dai ti thiéu 12 5 tir (160 bit) va téi da 1a 15 tur
(480 bit).

¢ Reserved (6 bit): Danh cho tuong lai va c6 gia tri 1a 0.

e Flags (hay Control bits): Bao gém 6 co tir trai sang phai nhu sau:
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e URG: Co cho truong Urgent pointer
o ACK: Co cho truong Acknowledgement
o PSH: Ham Push
o RST: Thiét lap lai duong truyén
o SYN: béng bo lai s6 hiéu tuan tu (sequene number).
o FIN: Khéng con dit liéu tir tram ngudn.

e Window (16 bit): S6 byte tram nguon cé thé nhan bat dau tir gid tri
cua truong bdo nhan (ACK).

e Checksum: 16 bit kiém tra cho ca phan header va dit liéu.

e Urgent pointer (16 bit): Tro téi s6 hiéu tuan ty caa byte di theo sau
dir liéu khan, cho phép bén nhan biét dugc d6 dai cua ving di liéu khan.
Vung nay chi c6 hiéu lec khi c& URG duoc thiét 1ap.

e Options (d6 dai thay d6i): Pay la truong tly chon.

e Padding (d¢ dai thay dbi): Phan chén thém vao header dé bao dam
phan header ludn két thic & mot moc 32 bit. Phan thém nay gom toan s6 0.

e TCP data (46 dai thay d6i): Chua dir liéu cua tang trén, c6 do dai
ngam dinh 12 536 byte. Gia tri nay cd thé diéu chinh bang cach khai bo trong
vung options.

- UDP

Pay 1a mot giao thire “khong lién két” duoc sur dung thay thé trén IP
theo y&u cau cua cac (ng dung. Khac véi TCP, UDP khong c6 c4c chirc niang
thiét 1ap va giai phong lién két. N6 ciing khong cung cip cac co ché bao nhan,
khdng sap xép tuan tu cac don vi dit liéu dén va cé thé dan tai tinh trang dir
liéu mat hozc tring ma khong hé c6 thong bao 18i cho nguoi giri. Tom lai n6
cung cap céc dich vu giao van khong tin cay nhu trong TCP. Do it chirc ning
phirc tap nén UDP c¢6 xu thé hoat dong nhanh hon so voi TCP. N6 thuong

duoc dung cho cac ung dung khong doi hoi do tin cay cao trong giao van.
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CAu tric caa mot don vi dir liéu UDP nhu sau:

0 15 16 31

Source Port Number(16 bits)  |Destination Port Number(16 bits)

Length(UDP Header + Data)16 bits UDP Checksum(16 bits)

Application Data (Message)

Hinh 2.3. UDP header

Trong do:

e Source port (16 bit): Trudng nay xac dinh cong ciia may giri di.

e Destination port (16 bit): Truong xac dinh cong caa may nhan théng tin.

e Length (16 bit): Xac dinh chiéu dai cua toan bo datagram: phan header va
dit liéu. Chiéu dai t6i thiéu 12 8 byte khi g6i tin khdng c6 dit liéu, chi cd header.

e Checksum (16 bit): Truong checksum 16 bit ding cho viéc kiém tra
15i ctia phan header va dix liéu.

- IP
Giao thic lién mang IP hat nhéan cua b giao thae TCP/IP. Trong pham vi

dé tai ching ta chi xét ti IP phién ban 4 (IPv4). IP 1a mét giao thic hudng dix
liéu duoc st dung trong mang chuyén mach g6i (vi du nhu Ethernet). IP 1a
mot giao thic hoat dong theo phuong thic khong lién két (connectionless) va
khong dam bao truyén (khéng c6 sy trao doi thong tin diéu khién). Vai tro cua
IP twong tu nhu vai tro cua giao thic ting mang (network layer) trong mo
hinh OSI véi cac chitc nang nhu sau:

e Xac dinh lugc d6 dia chi Internet.

e Di chuyén dir liéu giira tang giao van va tang lién két.

e Dan duong cho cac don vi dit liéu toi cac tram & xa.
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e Thuc hién viéc cét va hop cac don vi dit liéu.

Bito|1|2(3(4|5|6|7|8|9|10(11(12(13|14|15 16I17|718|19I20|21|22I23I24|25I26I727|28I29I307|31

A S
T ngth

4
Header Checksum
o . (16 bits)
H
12
16
20

Y Bito|1[2|3]|a[s5|e]7|8|9]10]11|12]13]14]|15]16[17]|18]19|20]21|22|23]24|25]|26]27|28]| 293031
—>

Hinh 2.4.1PHeader
Trong d6 phan header bao gém céc thanh phan:
e Version: chi ra phién ban hién hanh cua IP duoc cai dat (cé giatri la
4 @i voi IPv4).
e Internet Header Length (IHL) Chi d6 dai phan dau cua IP packet,
tinh theo don vi tir (word = 32 bit). Do dai téi thiéu 12 5 tir (20 byte).
e Differentiated Services (DS): Trudc day con goi la Type of Services

dic ta cac tham sé dich vy, ¢ dang cu thé nhu sau:

length Serice flags Irve

|u|1|m

H/_H—H_/

P Precedence  Tyoe of Service (3 Bitsl  jot used
(3 bits] 1 bit each far Delay, |2 bits)
Throughput, and Reliability

Head of Control Time to
Wersion — Tl.lpe Length o e Difset e Protocol I:necksumi

Hinh 2.5. Type of Services
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Véi ¥ nghia cac bit cu thé:

o Precedebce (3 bit): quyén wu tién cu thé 1a 111 - Network
Control, 110 - Internetwork Control, 101 - CRITIC/ECP, 100 - Flash
Override, 011 - Flash, 010 - Immediate, 001 - Priority, 000 — Routine.

o D (Delay) (1 bit): chi @6 tré yéu ciau D = 0 néu dd tré binh
thuong, 1 néu do tré thap.

o T (Throughput) (1 bit): chi théng lwong yéu cau T = 0 théng
luong binh thudng, 1 néu thong luong cao.

o R (Reliability) (1bit) chi do tin cay yéu cau R = 0 d6 tin cay binh
thuong, 1 néu do tin cay cao.

o C (Cost) (1bit) chi hao phi C = 0 normal cost, 1 néu minimize
cost.

o Reserved (1bit) dé danh.

e Total Length truong 16 bit chi d6 dai toan b datagram bao gom ca
phan header va phan data tinh theo byte va cé gia tri 16n nhat 1a 65535 va gia
tri nho nhat 1 20 byte.

e Identification (16 bit) dinh danh duy nhat cho 1 datagram khi né van
con trén lién mang.

e Flags (3 bit) diéu khién sy phan manh. Theo thu tu tir bit cao xudng
bit thap nhu sau:

o Reserved: c6 giatriO.
o DF: 0 (May Fragment); 1 (Don’t Fragment).
o MF: 0 (Last Fragment); 1 (More Fragment).

e Fragment Offset chi vi tri cua doan (fragment) trong datagram tinh
theo don vi 64 bit, c6 nghia mdi doan (trir doan cudi cung) phai chira mot
ving dir liéu co do dai 12 boi s6 cua 64 bit.

e Time To Live (TTL) (8 bit): quy dinh thoi gian ton tai (tinh bang
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gidy) cua datagram trong lién mang dé tranh tinh trang mot datagram bi 1p vo
han trén lién mang. Thoi gian nay dwoc cho baoi tram gai va duoc giam di
(thuong quy udc 1a 1 don vi) khi datagram di qua mdi router cuaa lién mang.

e Protocol (8 bit): chi ra giao thtc ting trén ké tiép s& nhan ving dix
liéu & tram dich (hién tai thuong la TCP hoac UDP duoc cai dat trén IP).

e Header Checksum (16 bit): ma kiém soat 15i 16 bit theo phuong
phap CRS, chi danh cho phan header.

» Source address (32 bit): dia chi tram nguon.

¢ Destination address (16 bit): dia chi tram dich.

e Options (46 dai thay doi): khai béo cac lva chon do nguoi ding yéu
cau (tly theo timg chuong trinh).

e Padding (d0 dai thay doi): ving dém dugc dung dé dam bao cho
phan header ludn két thic & mot moc 32 bits.

e Data (d0 dai thay d6i): ving dix liéu c6 @6 dai 1a boi sb cua 8 bit va
ti da 1a 65535 byte.

- ICMP

Giao thirc ICMP cung cép co ché thdng béo 15i va cac tinh hudng
khéng mong mudn ciing nhu diéu khién céc thong bao trong bo giao thuc
TCP/IP. Giao thirc nay duoc tao ra dé thdng bao céc 16i dan duong cho tram
ngudn. ICMP phu thudc vao IP dé co thé hoat dong va 1a mot phan khéng thé
thiéu cua bo giao thirc TCP/IP, tuy nhién né khéng phai giao thic dung dé
truyén tai dix liéu nén thudng duoc coi nam trong tang Internet (Internet layer)
ma khdng phai 1a ting giao van (transport layer).
Chtric nang cia ICMP nhu sau:

e Cung cap thdng bao phan hoi va tra 161 dé kiém tra do tin cay cua két
ndi giir hai tram. Piéu nay duoc thiét 1ap boi cau lénh PING (Packet internet
gropher).
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e Dich hudng lai luu lugng dé cung cép viéc din duong hiéu qua hon
khi mot bo dan duong qua tai do luu luong qua nd qua Ién.

e Gui théng béo vé thoi gian qua khi datagram cua tram nguén da vuot
qua TTL va bi loai bo.

e Guri quang céo dan dudng dé xac dinh dija chi cua cac bo dan duong
trén doan mang.

e Cung cap céc thdng bao qua han thoi gian.
Xac dinh subnet mask nao dugc sir dung trén doan mang.
Dir liéu cua goi ICMP sé dugc dong goi bai giao thic IP va Ethernet nhu
trong hinh vé sau:

Ethernet frame

‘therne ‘ e
Bthemet | |, peader | ICMPHeader |User Data| “thermet
Header | CR(

Hinh 2.6. Vi tri goi ICMP header
Pon vi dir liéu cia ICMP bao gom 2 phan: Header va Data. Phan Data trong
Window c6 do 16n 1a 32 va theo ngay sau phan Header. Header duoc bat dau
sau bit thir 160 caa goi tin IP (trir khi phan IP Option duoc sir dung) c6 cau

truc nhu sau:

50



ICMP Header

AFC 752 Outlines T ICMP Proloc

L1 1 0 | l | [ | | | [ | 0 |
ICMP Type Type Code ICMP Checksum T
(] L (] L] L
- - . N
ICMP Data
Wariabiis Langth Depaends an IEMP Typa Cadie
P ToT e o L l | ey Talal
6123'455?8911'23456?39'2123456?'8931
e 8 a8
0 Echo Reply I 4 Sourge Quench 10 Router Sollcitation | 13 Timestamp Reguast
EMP Typa ICMIP Type
3 Destination Unreachable 5 Redirect 11 Time to Live Exceedad 14 Timestamp Reply
" ypa Goda =
0 Network Unneachable 0 Redmact for Network 4  TTL Excesdad in Transit
1 Host LUnesachabie 1 Feednact for Host 1 TTL Excesded in Asassambly 17 Address Mask Request
2 Protocol Unreachaole 2 Rodnect for TOS and Metwork
3 Part Uresachabie 3 Redmct for TOS and Host
4 Fragment Necessary
§ Source Route Faled 18 Address Mask Reply
5 Destnatton Netwerk Unknzwn B Echo Request 0 Parter Protlem
oatination Host Linknown 1 Roquired Gption Missing CMP QUERY O RESPONSE
B Obsoiate
& Destination Metwork Probibited =
10 Destination Host Prohibited 8 Router Advertizsament
11 Natwork Unfeachabli tor TOS CMP Proto Headear Fo
12  Host Unreachable for TOS .
13 Communication Prohibibed .

Trong do:

Hinh 2.7. ICMP header

e Type (8 bit): Cho biét dang cta gdi tin, c6 8 bit danh cho TYPE ICMP

vay néu tinh téng c6 khoang 255 dang ICMP nhwng chi c6 8 dang hay dung va

can quan tdm nhét

e Code (8 bit): Cho biét nhiéu théng tin chi tiét vé dang goi tin d6. Mot goi

tin ICMP dwoc hiéu |a "Destination Unreachable" sé& dwoc thiét 1ap cé code tir 1

toi 15

o Checksum( 16 bit): sir dung dé tinh toan téng cong géi Header+data

cua goéi ICMP
- ARP
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Giao thtic phan giai dia chi ARP 1a phuong phap tim dia chi tang lién két
(hay dia chi vat ly) khi biét dia chi tang Internet (IP) hoac mét vai kiéu dia chi
tang mang khac. ARP duogc st dung khdng chi dé chuyén d6i dia chi ddi voi
IP va Ethernet ma n6 dugc cai dat dé 1am viéc véi nhiéu loai dia chi cua céac
tang cac loai mang khac nhau. Tuy nhién, do sy phd bién cua IPv4 va
Ethernet nén ARP chu yéu dugc dung dé chuyén ddi tir dia chi IP thanh dia
chi MAC. N6 ciing duogc sir dung ddi véi IP dua trén cac cong nghé LAN
khac Ethernet nhu FDDI, Token Ring, IEEE 802.11 hay ATM.

Trong thuc té, khi truyén thong voi may chu thay vi truy van dija chi vat
ly ctia may chu, giao thuc ARP s€ sur dung bd déém ARP (ARP cache). B
dém luu trir cac dia chi IP gan nhat da duoc phan giai. Néu dia chi MAC cua

dia chi IP dich dugc tim thay trong bo dém thi dia chi nay s& duoc str dung dé

truyén thong.
CAu tr(c ciia mot don vi dix liéu giao thire ARP nhu sau:
0 1516

31

SENDER HARDWARE ADDRESS

13| SENDER HARDWARE ADDRESS
T
21
25 TARGET IP ADDRESS

Hinh 2.8. ARPHeader
Trong do:
e Hardware type (HTYPE) MJdi giao thuc tang lién két (link layer) s&
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dugc gan mot sb dé phan biét (vi du nhu Ethernet 1a 1)..
e Protocol type (PTYPE) Dung dé phan biét giao thic tang Internet, vi
du nhu vai IP 1a 0x0800.
e Hardware length (HLEN) D¢ dai tinh theo byte cua dia chi vat ly.
Déi vai Ethernet gié tri nay 12 6.
e Protocol length (PLEN) D6 dai tinh theo byte cua dia chi logic. Doi
véi IP gidtrinay la 4.
e Operation Xac dinh hanh dong ma bén guri goi tin dang thyuc hién: 1
cho request, 2 cho reply, 3 cho RARP request va 4 cho RARP reply.
e Sender hardware address (SHA) Dia chi vat ly caa tram guri.
e Sender protocol address (SPA) bia chi logic cua tram gui (vi du nhu dia
chi IP).
e Target hardware address (THA) Pia chi vat ly cua tram dich. Truong
nay duoc dé tréng ddi véi goi tin request.
e Target protocol address (TPA) bia chi logic cua tram dich.
- RARP
La giao thirc nguoc lai so véi ARP, tim dia chi logic khi biét dja chi vat
ly. Cau trac ctia mot don vi dit liéu cia giao thirc RARP hoan toan twong tu
nhu ARP, ngoai trir truong Operation. Dbi v6i goi dir liéu ARP thi Operation
c6 gid tri 1 néu 1a request, 2 néu reply. Di véi goi dir litu RARP thi
Operation ¢ gia tri 3 néu la request va 4 néu 1a reply.

2.4.2. Céch thirc phan tich gai tin mang
Phén tich goi tin, hay con thuong duoc goi 1a ling nghe gbi tin va phan

tich giao thirc, mo ta qué trinh bat va dién giai dir liéu séng nhu 1a cac luong
dang luu chuyén trong mang véi muc tiéu hiéu ré hon diéu gi dang dién ra
trén mang. Phan tich goéi tin thuong duogc thuc hién béi 1 packet sniffer, 1a 1

cong cu dugc su dung dé bat dix liéu tho dang truyén trén duong day.
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Phén tich géi tin c6 thé gitip chiing ta:

- Hiéu dugc cac dic diém cua mang (céu tao ciia mang).

- Biét duoc ai dang & trén mang.

- Xac dinh duoc ai hay cai gi dang sur dung bang thong.

- X4c dinh nhting thoi diém ma viéc sir dung mang dat cao diém.

- Chi ra cac kha ning tan cong va cac hanh vi phé hoai.

- Tim ra cac img dung khong duoc bdo mat.

Qua trinh nghe goi tin dugce chia lam 3 budc:

- Thu thap dir liéu: Pay 1a budc dau tién, chuong trinh nghe géi tin
chuyén giao dién mang duoc lya chon sang ché 6 Promiscuous. Ché do nay
cho phép card mang c6 thé nghe tat ca cac goi tin dang luu chuyén trén phan
mang cta nd. Chuong trinh nghe goi st dung ché do nay cling véi viéc truy
nhap & muac thap dé bat cac di liéu nhi phan trén duong truyeén.

- Chuyén doi dit liéu: Trong budc nay, cac goi tin nhi phan trén dugc
chuyén doi thanh cac khudn dang cd thé doc duoc.

- Phan tich: Phan tich céc dix liéu da duoc bt lai va duoc chuyén doi.

Pé thuc hién viéc bat cac goi tin trén mang, phai chi ra nhiing vi tri
tuong Gmg dé dat “may nghe” vao hé théng dudng truyén cua mang. Qua trinh
nay don gian la dat “may nghe” vao dung vi tri vat ly nao trong mot mang
may tinh. Viéc nghe cac goi tin khong don gian chi 1a cam mot may xéch tay
vao mang va bat géi. Thuc té, nhiéu khi viéc dat may nghe vao mang khé hon
viéc phan tich cac gdi tin. Thach thuc cua viéc nay 1a & chd 1a c6 mot sé
lugng Ion céc thiét bi mang phan ctimg duoc sir dung dé két ndi cac thiét bi
véi nhau. Ly do 1a vi 3 loai thiét bi chinh (hub, switch, router) c6 nguyén ly
hoat dong rat khac nhau. Va diéu nay doi hoi ta phai nim rd duogc cau trlc vat

ly cua mang dang phan tich.
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Nghién ctu mot sé mang thuc té dé chi ra cach tét nhat dé bét cac goi
tin trong tirng moi truong mang st dung Hub, Switch va Router.

e Nghe trong mang st dung Hub

Luu luong duge giri di qua thiét bi Hub thi s& di qua bat ky céng nao
két ndi voi Hub. Vi vay, dé phan tich luu luong di qua 1 may tinh két ndi voi
1 thiét bi Hub phai két ndi 1 packet sniffer toi 1 cong con tréng trén Hub. S&
thay duoc tat ca truyén thong dén va di tir may tinh d6, ciing nhu truyén thong
giita cac thiét bi khac két nbi véi thiét bi Hub d6. Hinh duéi day minh hoa

viéc sniffer trén 1 mang c6 Hub (vung sniffer dugc gidi han trong khung):

|
Visibility Window Computer D

, ,
Sniffer | ' @

: Computer E Computer F
Computer B Computer C

Hinh 2.9. Nghe trong mang hub

Tuy nhién, mang Hub rat hiém ton tai boi vi ciu tao chi co 1 thiét bi
duy nhat c6 thé truyén thong tai 1 thoi diém, 1 thiét bi két ndi qua 1 Hub phai
canh tranh bang thong véi cac thiét bi khac ciing dang cd gang truyén thong
qua thiét bj Hub d6. Khi 2 hay nhiéu thiét bi truyén thong ngay tai cing 1 thoi
diém, s& xdy ra xung dot, nhu ¢ hinh dudi day. Két qua gy ra s& 1a mat mat
g0i tin, va cac thiét bi s& phai truyén lai cac goi tin d6, khién cho mang cang
trd nén tic nghén. Khi dén 1 muc xung dot nao do, thiét bi s& phai truyén lai 1
g6i tin dén tan 3,4 1an va s& lam giam hiéu ning ctia mang. Vi vdy hau hét cac

mang ngdy nay déu str dung Switch[4].

55



Tronsmitting Transmitting
Computer Computer

2888

Hinh 2.10. Xung dot trong mang hub

e Nghe trong mang st dung Switch

Switch 1 loai thiét bi két ndi thong dung nhét dugc sir dung trong moi
truong mang hién dai. Chang cung cap 1 giai phap hiéu qua dé truyén dir liéu
qua cac luu lugng broadcast, unicast va multicast. Ngoai ra, Switch con cho
phép truyén thong song cong, cé nghia 1a thiét bi c6 thé gui va nhan dit liéu
cung ltc dong thoi.

Tuy nhién, Switch ¢6 1 sy phuc tap nhat dinh. Khi két ndi 1 sniffer t6i
1 cong trén Switch, chi c6 thé thiy ludng traffic broadcast va traffic d6 duoc
truyén va nhan boi thiét bi két ndi, dugc minh hoa nhu hinh dudi day:

Computer D

Computer A

- e )

LSniﬁer RS % =

/ Computer E Computer F

Computer B Computer C

Hinh 2.11. Nghe trong mang Switch
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C6 3 cach dé bat ludng traffic tir 1 thiét bi muc tiéu trén 1 mang chuyén

mach: Port Mirroring, Hubbing Out va ARP Cache Poisoning.
o Port Mirroring

Port Mirroring, hay Port Spanning c6 1& 12 cach don gian nhat dé bat
traffic tir 1 thiét bi muc tiéu trén 1 mang chuyén mach. Trong loai thiét lap
nay, phai truy cdp vao giao dién dong 1énh hodc giao dién quan tri web cua
Switch két ni truc tiép voi may muyc tidu. Switch ciing phai hd tro tinh ning
Port Mirroring va c¢6 1 cong con tréng dé ban co thé cdm may nghe vao.

Khi kich hoat tinh nang Port Mirroring, copy toan bd luu lugng di qua
cong nay sang 1 cong khac, hay noi cach khéc, tinh nang Port Mirroring 1a 1
tinh nang cho phép moi traffic vao va ra 1 cong s& dugc copy sang 1 cong
dich. O trén cong dich, trén PC gan vao cong ndy, can cai dit cac chuong
trinh c6 kha nang doc va phan tich traffic. Vi du, dé bt duoc luu luong trén 1
thiét bi két nbi voi cong 3 ciia Switch, ban phai két ndi PC c¢6 chuong trinh
phan tich traffic v6i cong 4 clia Switch d6 va anh xa céc traffic tir cong 3 sang
cong 4 [4],[6]. Khi d6 sé& thay duoc toan bo luu luong duoc truyén va nhan

bd1 may muc ti€éu. Hinh dudi ddy minh hoa diéu nay:

Computer D

&

Computer A '

=

Computer B’s Port /

Mirrored fo ‘ P : N
Sniffer Port = : ]
i Qe &

@ : Computer E Computer F
Sniffer ~
[
Visibility

r
Window Computer B} Computer C

Hinh 2.12. Bdt luu lwong cuia thiét bi muc tiéu trén mang Switch bang Port Mirroring
Cach thiét 1ap tinh ning Port Mirroring phu thudc vao nha san xuat

Switch. Vi hau hét Switch, s& can phai dang nhap vao giao dién dong 1énh va
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str dung cau lénh Port Mirroring. Dudi ddy 1a 1 danh sach cac cau 1énh port-

mirroring pho bién.

Manufacturer  Command

Cisco set span <source port> <destination port>
Enterasys set port mirroring create <source port> <destination port>
Nortel port-mirroring mode mirror-port <source port> monitor-port

<destination port>

o Hubbing Out
Mot cach don gian khac dé bat cac luu lugng cua thiét bi muc tiéu
trong 1 mang Switch 1a Hubbing Out. Hubbing Out 14 ky thuat ma trong do
ban dit thiét bj muc tiéu va may nghe vao cung 1 phan mang bang cach dit

chung tryc tiép vao 1 thiét bi Hub.

Computer D

Computer A

s b G

Sniffer ‘ Computer E Computer F
" Hub
S Computer C

Computer B

Hinh 2.13. Bt luu huong ciia thiét bi muc tiéu trén mang Switch bang Hubbing Out
Rét nhiéu nguoi nghi rang Hubbing Out 14 lira déi, nhung no that su 1a

1 giai phap hoan hao trong cic tinh hudong ma ban khong thé thuc hién Port
Mirroring nhung van c6 kha ning truy cap vat 1y toi Switch ma thiét bi muc
tiéu cam vao.

Trong hau hét cac tinh huong, Hubbing Out s& giam tinh ning song

cong cua thiét bi myc tiéu (Full to Half). Phuong thitc nay khong phai 1a cach
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sach s& nhat dé nghe, va n6 thuong dugc ban st dung nhu 1a 1 lya chon khi
ma Switch khong hd trg Port Mirroring.

Khi Hubbing Out, chic chan ring st dung 1 thiét bi Hub chtr khong
phai 1a 1 Switch bi gan nham nhén. Khi str dung Hub, hiy kiém tra dé chic
chéan rang né 1a 1 thiét bi Hub bang cach cam 2 may tinh vao nd va nhin xem
1 may c6 thé nhin thdy luu lugng ciia may con lai hay khong.

o ARP Cache Poisoning

Tién trinh ARP

Co 2 loai dia chi goi tin ¢ 16p 2 va 16p 3 cua md hinh OSI. Céac dia chi
16p 2, hay con goi la dia chi MAC, dugc sir dung dé két hop véi dia chi 16p 3
ctia hé thong dang st dung. Dia chi 16p 3 con duoc goi vai cai tén khac 1a dja
chi IP [4],[6].

Tat ca cac thiét bi trén mang giao tiép véi thiét bi khac ¢ 16p 3 st dung
dia chi IP. B&1 vi Switch hoat dong & 16p 2 cua mo hinh OSI, nén ching chi
c6 thé hiéu dugc cac dia chi MAC, boi vay cac thiét bi phai chira ca thong tin
nay trong nhiing goi tin ma chiing tao ra. Khi thiét bi khong biét dia chi MAC,
thi chung s& sir dung dia chi IP dé c6 thé chuyén tiép luu lugng téi thiét bi
thich hop. Qua trinh dich dia chi nay dugc hoan thanh béi giao thirc ARP.

Tién trinh ARP bat dau khi 1 mdy tinh mubn giao tiép v6i may khéc.
May tinh truyén tin d6 dau tién kiém tra ARP cache cia né dé xem liéu né da
c6 dia chi MAC tuong tmg v6i dia chi IP ctia may nhan hay chua. Néu chua
c6, nd s& glri 1 ARP Request t&i 16p lién két dit liéu 1 dia chi broadcast
FF:FF:FF:FF:FF:FF. B&i vi 1a 1 goi tin broadcast, cho nén goi tin nay s€ dugc
nhan bdi tit ca cac may & trén cung phan mang d6. Vé co ban thi goi tin
quang ba nay s€ co6 nhiém vu hoi "dia chi IP nao tuong ung vai dia chi MAC

XXXXKXXKXKXXK XX,
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Céc thiét bj co dja chi IP khac vé6i dia chi IP trén sé tu dong loai bo
ARP Request. May dich c6 nhiém vu phan hdi lai goi tin dia chi MAC ciia n6
thong qua ARP Reply. O thoi diém ndy, mdy gui bay gio di co thong tin vé
dia chi 16p 2 ma nd can dé giao tiép voi may nhan, va né luu trir thong tin d6
& trong bang ARP cache dé 1an tiép theo c6 thé giri nhanh hon ma khéng can
mat cong do hoi lan nira.

Hoat dong cua ARP Cache Poisoning

ARP Cahe Poisoning, hay con dugc goi la ARP Spoofing, 1a 1 qua
trinh gui thong diép ARP t6i 1 Switch hay 1 Router bang 1 dia chi MAC gia
mao nham muc dich nghe 1én luu luong cua thiét bj muc tiéu. Hinh dudi day

minh hoa qua trinh nay:

Normal Traffic Pattern Poisoned ARP Cache

Target Target
Computer Switch Router Computer Switch Router

S=N=0 &

= N7

Sniffer Smr‘er

Hinh 2.14. Bdt luu luwong cua thiét bi muc tiéu trén mang Switch bdng ARP
Cache Poisoning
ARP Cache Poisoning la 1 k¥ thuat nang cao trong viéc nghe duong

truyén trong 1 mang Switch. N6 duoc sir dung phd bién bdi hacker dé guri cac
g6i tin dia chi sai t61 may nhan véi muc ti€u dé nghe trom duong truyén hién
tai hodc tan cong tu chdi dich vu, nhung ARP Cache Poisoning chi cé thé
phuc vu nhu 14 1 cach hop phap dé bat cac géi tin cia may muc tiéu trong
mang Switch.

e Nghe trong mang stir dung Router
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Tat ca cac k¥ thuat nghe trong mang Switch déu co thé duoc sir dung
trong mang Router. Chi ¢6 1 viéc cdn quan tAm khi ma thuc hién véi mang
Router 13 si quan trong cua viée dat may nghe khi ma thuc hién xir Iy 1 van
dé lién quan dén nhiéu phan mang. Broadcast Domain cua 1 thiét bi duoc mo
rong cho dén khi né gip Router. Khi d6, luu luong s& dugc chuyén giao sang
dong dir liéu Router tiép theo va ban s& mat lién lac véi cac goi tin d6 cho dén
khi ban nhan duoc 1 ACK ctia cic may nhan tra vé. Trong tinh hubng nay, dir
liéu s€ luu chuyén qua nhiéu Router, vi vay rat quan trong dé thuc hién phan
tich tat ca luu luong trén cac giao dién ctia Router[4],[6].

Vi du, lién quan dén van dé lién két, co thé gip phai 1 mang véi 1 sb
phan mang dugc két ndi v6i nhau thong qua cac Router. Trong mang do, 1
phan mang lién két voi 1 phan mang véi myc dich luu trir va tham chiéu dir
lidu. VAn dé& ma chung ta dang cb ging giai quyét 13 phan mang D khong thé

két ndi voi cac thiét bi trong phan mang A.

NB?
&8 8
Network C
8 \@g

Network D

Hinh 2.15. Nghe trong mang si dung Router
Khi nghe luu luong cta 1 thiét bi trong phan mang D. Khi d6, ¢ thé

nhin thay 16 rang luu luong truyén téi phan mang A, nhung khong cé bién
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nhan (ACK) nao dugc giri tra lai. Khi nghe ludng luu luong & phan mang cép
trén dé tim ra nguyén nhan van dé, tim ra rang luu luong bi hity boi Router &
phan mang B. Cudi cung din dén viéc kiém tra cau hinh cua Router, néu
dung, hiy giai quyét van dé do cua. D6 1a 1 vi du dién hinh 1y do vi sao can
nghe luu lugng cua nhiéu thiét bi trén nhiéu phan mang v61 muc tiéu xac dinh
chinh x4c vén dé.

Sau khi bat duoc géi tin, s& tién hanh phén tich giao thiic cua goi tin,
mo ta qua trinh bat va dién giai dir liéu séng.

Can ctr vao ndi dung cac trudng trong cau tric clia cac goi tin bat duoc,
viéc phan tich giao thirc s& chi ra dugc mot sé thong tin cta géi tin nhu: Giao
thirc, dia chi nguén, dia chi dich, céng nguén, céng dich, thoi gian trao doi

goi tin, do dai gbi tin, c6 thé ca ndi dung goi tin.v.v.
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CHUONG 3: XAY DUNG CONG CU HO TRQ PHAN TiCH GOI TIN
3.1. Muc tiéu cong cu hd tre phan tich goi tin

Xay dung cong cu hd trg phan tich gai tin qua viéc trich xuat cac théng
tin can thiét tr dong di liéu mang. Cong cu cd chirc ning doc va théng ké cac
giao thirc mang IP,ICMP,TCP,UDP...tir file dit liéu chuan duogc luu dit dudi
dang .pcap. Dit lieu mang duoc bat tir cac chuwong trinh bat goi tin nhu
Tcpdump hay Wireshark tir ¢6 cong cu c6 thé trich xuat cac trudng can thiét
trong céac gai tin va cd thé thong ké cac trudng d6 theo mot muc dich cu thé

nao d6.Phan tich, thiét ké cong cu hd tro phan tich goi tin theo giao thirc
mang
Pau vao:

La ludng dix liéu thdng tin mang duoc bit bang cac chuong trinh bt
goi tin va dugc luu trit dudi dinh dang file .pcap
Pau ra:

Cong cu sé doc cac goi tin .pcap va dua vao cac truong di liéu trong
cac goi tin dé trich xuét ra cac thong tin can thiét sau do sé thong ké ching &
muic co ban nhat.

Cong cu c6 c4c chirc nang théng ké theo tat ca cac giao thuc, theo ting
giao thirc véi dia chi IP hoic dia chi MAC va c6 nhan xét nhitng gai tin bat
thuong hoac khong bat thuong.

M6 hinh hoat dong
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S dung thu vién da xay

dung dé chuyén
file.pcap sang dang co
thé doc duoc
-Két qui phén
tich géi tin

N
Phan meém

Céng cu | N|-Dinbh gi4 géi tin
Gr. —oa o n ur . 14 binh thwon
bit goi tin hin tich géi tin ——/ 8
P g P, hay khéng binh
| thuwing

Phan tich két qua
doc dugc

Hinh 3.1. M6 hinh hoat déng
Cac buoc hoat dong:

Buoc 1 Budc 2

[ W Ludn v 15t nghiép: CONG CU HO TRO PHAN TICH GOI TIN - HOC VIEN: B(x muu‘-;m\m -0 /
Bu 3 \“"‘Pl" O LUAN VAN OUONG TR Sota poap ¥ |

o TR v Damindamem o P MAC Ny %

v el D e vl

Prdntich

|
|
PROTOCOL  SOURCE » SOURCE WS SOURCE POF DESTINATION | OESTINATON MA DESTINATION PORT » 1 Bm 5
WP X M KagKds w WIN MR W
BUOC 4 2 725 ) WEIBRIECM W 2 W8 £2 15 06 30 | 9508
S - R N MGy TR T S e -

Fackat Aowywe

Ve 1002

Cooyngt ® 2008

Ow moc Cling ngrd Thing 3n wé Teadin Sdeg
CONG CU D TIG Pl TIOH GO0 T
Hoo wive B0 T Murg T

Lp O

GVWD TS T Die

Hinh 3.2. Cdc buéc hoat dong cua cbng cu
- Budc 1: Chon file dir liéu nguon 1a file chira cac géi tin duoc bat boi

cac chuong trinh bat goéi tin duoc luu dudi dinh dang file.pcap.
- Budce 2: Click “DPoc dir liéu”.Cong cu s€ loc va dua ra cac thong tin co
ban ctia goi tin thé hién bai cac cot:

e NO: Sé thu tu.
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e TIME: Hién thi thoi gian trao doi cta goi tin chinh xac theo phan
nghin cua giay.

e TIME_SEC: Cot nay hién thi thoi gian trao ddi cua goi tintheo tirng
gidy, nhung bi an di vi chi st dung dé tinh toan.

e PROTOCOL: Hién thi giao thtic cua géi tin (TCP, PTP, UDP,...)

e SOURCE_IP: Hién thi dia chi ngudn cuia goi tin theo dia chi IP

e SOURCE_MAC: Hién thi dia chi ngudn cua géi tin theo dia chi
MAC

e SOURCE_PORT: Hién thi cong ngudn cua goi tin

e DESTINATION_IP: Hién thi dia chi dich cua goi tin theo dia chi IP

e DESTINATION _MAC: Hién thi dia chi dich ctia goi tin theo dia
chi MAC

o DESTINATION _PORT: Hién thi cdng dich cua géi tin

File ngudn: |0\ UAN VANVCHUONG TRINH'data pcap Doc dii liéu
Giao thic: | Tat ca v| Biachihignthitheo: @ IP (O MAC  Ngudng: |50 v | géitin/gidy Xem chi tigt
Phantich Gidi thigu

NO  TIME PROTOCOL SOURCE_IP SOURCE_MAC SOURCE_PORT  DESTINATION_IP DESTINATION_MAC ~ DESTINATION_PORT ~ [k

1 201507-29 10:24:22.089 | TCP 192.168.14 8C:A3:82:16:06:30 (9989 £4233.187.101  S4:FBBZECBACE 443

2 |20150725 102422 166 | TCP 64233187101  |94FBB2BCBACE  |443 19216814 8C:A3:22:16:D6:30 9929

3| 2050729 10:24:25.138 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

4 20150729 10:24:25139 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

5 |20507-2910:24:25.139 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

6 20150725 10:24:25140 |UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

7 |2m507-2510:24:25.140 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

2 20150729 10:24:25140 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

$ 2050729 10:24:25.141 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

10 |201507.2910:2425141 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

11| 20150728 10:24:25.141 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

12 |201507.2910:2425142 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

13| 20150728 10:2425.142 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

14 |201507.2910:2425143 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

15 | 20150729 10:24:25.143 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

16 |201507.2910:2425143 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

17 | 20150728 10:24:25.143 | UDP 192.168.1.1 S4:FB.BZBCBACE  [1900 239265255250 | 8C.A%:82:16:06:30 1900

18 |201507.2910:2425144 | UDP 19216211 94FBB2ECBACE  [1900 239265255250 | 8C:A%:82:16:06:30 1500

1115 | 20150729 10:2427242 | TCP 192.168.14 SC:A3:8216:06:30 [ 10023 1233017529 | S4:FB.BZBC:BACE 80
20 20150725 10:24:27.247 | UDP 19216214 2C:A38216D630  |53092 1233017588 | 94FB:BZBC:BACE 53 .
< >

Hinh 3.3. Thong ké ban dau cua cac goi tin
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e Lua chon “Giao thuc” cua goi tin dé loc: C6 thé lua chon 1 giao
thirc bat ky hoic tat ca céc giao thire dé cong cu loc theo
e Lua chon “Pja chi hién thi” theo dia chi IP hoic dja chi MAC, lua
chon dia chi hién thi ndo thi khi loc xong, dia chi ngudn va dia chi
dich cua goi tin s& hién thi theo lya chon do.
e Lua chon “Ngudng” (s6 goi tin/gidy): Tuy thudc vao ngudi str dung
c6 thé thay doi theo muyc dich sir dung.
- Budc 4: Click “Phan tich”. Tuy thudc vao su lya chon & budéc 3 ma
cdng cu hién thi ra cac thdng tin can thiét.
- Budc 5: Click “Xem chi tiét” dé co thé xem lai file dit liéu ngudn sau
khi loc bang céng cu ma khdng phai thong qua Budc 1.
Céc két qua phan tich gai tin:

- Théng keé gai tintheo dia chi IP cuatat ca c4c giao thuc

File nguén: - D:\LUAN VAN\CHUCNG TRINH\datz peap ||| Becdiliéu
Giaothilc: Bia chihignthitheo: ® I () MAC  Naudng: géitin/aidy

~

[Tat ca cac giao thic ): IP{Ngudn -» Blich) B)&m sd ludng Nhan et

{ Thai_gian = 2015-07-29 10:24-46, Nguén = 64.233.187.101, Bich = 192.168.1.4, Giao_thiic = 246 Bt binh thuéing
{ Thai_gian = 2015-07-29 10:24:44, Ngutin = 64.233.189.138. Bich = 192.168.1.4. Giao_thiic = TCP } 202 Bt binh thuding
{ Thai_gian = 2015-07-29 10:24:47, Ngudn = 64.233.187.101, Bich = 192.168.1.4. Giao_thiic = TCP } 78 B&t binh thudng
{ Thai_gian = 2015-07-29 10:24:46, Ngudn = 192.168.1.4, Bich = 64.233.187.101, Giao_thiic = TCP } 162 Bét binh thuding
{ Thai_gian = 2015-07-29 10:24:43, Nguéin = 64.233.189.138, Dich = 192.168.1.4, Giao_thtic = TCP } 141 Bét binh thuting
{ Thai_gian = 2015-07-29 10:24:44, Nguiin = 192.168.1.4, Bich = 64 233.185.138, Giao_thic = TCP } 119 B&t binh thuting
{ Thai_gian = 2015-07-29 10:24:37. Ngutin = 123.30.175.35, Bich = 192.168.1.4, Giao_thic = TCP } 118 Bt binh thuding
{ Thai_gian = 2015-07-29 10:24:43, Ngudn = 192.168.1.4, Bich = 64.233.189.138, Giao_thiic = TCP } 114 B&t binh thudng
{ Thai_gian = 2015-07-29 10:24:47, Ngu&n = 192.168.1.4, Bich = 64.233.187.101, Giao_thiic = TCP } 38 Bét binh thuting
{ Thai_gian = 2015-07-29 10:24:42, Nguéin = 64.233.187.101, Bich = 192.168.1.4, Giao_thiic = TCP } 52 Bt binh thuéing
{ Thai_gian = 2015-07-29 10:24:30, Nguiin = 123.30.175.35, Bich = 192.168.1.4, Giao_thic = TCP } a0 B&t binh thuting
{ Théi_gian = 2015-07-29 10:24:42, Ngun = 132.168.1.4, Bich = 64.233.187.101. Giao_thiic = TCP } 69 Bt binh thuing
{ Thai_gian = 2015-07-29 10:24:37, Ngudn = 192.168.1.4, Bich = 123.30.175.35, Giao_thiic = TCP } 62 B&t binh thudng
{ Thai_gian = 2015-07-29 10:24:33, Nguén = 74.125.203.94, Dich = 192.168.1.4, Giao_thtic = TCP } 56 Bét binh thuting
{ Thai_gian = 2015-07-29 10:24:43, Ngu&in = 64.233.187.132, Dich = 192.168.1.4, Giao_thtic = TCP } 55 B&t binh thuting
{ Thai_gian = 2015-07-29 10:24:47. Ngutin = 74.125.204.102, Bich = 192.168.1.4. Giao_thiic = TCP } 55 Bt binh thuding
{ Thai_gian = 2015-07-29 10:24:27. Ngudn = 192.168.1.4, Bich = 123.30.175.35. Giao_thiic = TCP } 45 Binh thudng

{ Thai_gian = 2015-07-29 10:24:30, Ngusn = 192.168.1.4, Bich = 123.30.175.35, Giao_thic = TCP } 45 Binh thudng

{ Thai_gian = 2015-07-29 10:24:43, Nguéin = 192.168.1.4, Dich = 64.233.187.132, Giao_thtic = TCP } 45 Binh thudng

{ Thai_gian = 2015-07-29 10:24:28, Nguiin = 123.30.175.40, Dich = 192.168.1.4, Giao_thic = TCP } 40 Binh thuéing

{ Thai_gian = 2015-07-29 10:24:43, Ngun = 64.233.187.101, Bich = 192.168.1.4. Giao_thiic = TCP } 40 Binh thuding v

Hinh 3.4. Thang ké goi tin theo dia chi IP cia tdt cd cc giao thirc
Bang thong ké sé liét ké ra cac thong tin co ban sau:

e Thoi gian: Bugc tinh trong 1 gidy

e Dija chi ngudn va dia chi dich, giao thirc ciia cac goi tin
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Cong cu sé doc va liét ké ra dia chi IP ngudn va dia chi IP dich cua tat
ca cac goi tin theo cac giao thic. Néu dia chi ngudn, dia chi dich va
giao thirc cua géi tin trude tring voi dia chi ngudn, dia chi dich va giao
thic cua goi tin sau thi cong cu s& chi in mot 1an dia chi ngudn, dich va
giao thirc cua goi tin.

e Dém sé luogng: La sé lan xuat hién trung nhau cua dia chi ngudn,
dich va giao thac cua goi tin.

e Nhan xét: Hién thi théng bao bat thuong va binh thuong. Thong
bao bat thuong la khi s6 luong gai tin giri di tir dia chi nguon giri dén
dia chi dich trong vong 1 gidy lon hon 50 tic la 1 gidy guai di 16n hon

50

- Théng keé goi tin theo dia chi MAC cua tat ca cac giao thirc

goi tin.

Tuong tu nhu viéc théng ké géi tin theo dia chi IP cua céc giao thic,
nhung diém khac do 1a dia chi IP s& dugc thay bang dia chi MAC

Luan van t6t nghiép: CONG CU HO TRO PHAN TICH GOI TIN - HOC VIEN: BUI THI HUGNG THOM

- o N

{ Théi_gian =
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Théi_gian
{ Thi_gian
{ Thi_gian
{ Thi_gian
{ Thi_gian

{ Thi_gian

Giao thic: |T&tca

File: nguBn: |0 AN VANVCHUGNG TRINH'data peap

v | Bia chihién thitheo:

[Tt c& céc giao thic ]: IP(Nguin -> Dich)

2015-07-29 10:24:30, Nguin =

= 2015-07-29 10:24:33, Nguén =
= 2015-07-29 10:24:27, Nguén =
= 2015-07-29 10:24:37, Nguén =
= 2015-07-29 10:24:42, Nguén =
= 2015-07-28 10:24:29, Ngudn =
= 2015-07-28 10:24:33, Ngudn =
= 2015-07-289 10:24:30, Ngudn =
= 2015-07-28 10:24:36, Ngudn =
= 2015-07-28 10:24:36, Ngudn =
= 2015-07-28 10:24:52, Nguén =
= 2015-07-28 10:24:57, Ngudn =
= 2015-07-28 10:24:51, Nguén =
= 2015-07-29 10:24:50, Ngudn =
= 2015-07-29 10:24:50, Ngudn =
= 2015-07-28 10:24:52, Nguén =
= 2015-07-28 10:24:28, Ngudn =
= 2015-07-28 10:24:51, Nguén =
= 2015-07-28 10:24:29, Nguén =
= 2015-07-28 10:24:29, Nguén =
= 2015-07-28 10:24:40, Ngudn =

94.FB:B2:BC:BA:CE, Bich =
94.FB:B2:BC:BA:CE, Bich =
94.FB:B2:BC:BA:CE, Bich =
8C:A3:82:16:D6:30, Dich =
8C:A3:82:16:D6:30, Dich =
94.FB:B2:BC:BA:CE, Bich =
8C:AD:82:16:D6:30, Dich =
8C:AD:82:16:D6:30, Dich =
94.FB:B2:BC:BA:CE, Bich =
8C:AD:82:16:D6:30, Dich =
94.FB:B2:BC:BA:CE, Bich =
8C:AD:82:16:D6:30, Dich =
94.FB:B2:BC:BA:CE, Bich =
94.FB:B2:BC:BA:CE, Bich =
8C:AD:82:16:D6:30, Dich =
8C:AD:82:16:D6:30, Dich =
94.FB:B2:BC:BA:CE, Bich =
8C:AD:82:16:D6:30, Dich =
8C:AD:82:16:D6:30, Dich =
94.FB:B2:BC:BA:CE, Bich =
94.FB:B2:BC:BA:CE, Bich =

) IP (@ MAC

8C:A9:82:16:06:30, Gigo_thic =
8C:A9:82:16:06:30, Gigo_thic =
8C:A9:82:16:06:30, Gigo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
8C:A5:82:16:06:30, Gigo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
8C:A5:82:16:06:30, Gigo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
8C:A5:82:16:06:30, Gigo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
8C:A5:82:16:06:30, Gigo_thic =
8C:A5:82:16:06:30, Gigo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
8C:A9:82:16:D6:30, Gizo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
94:FB:B2:BC:BA.CE, Gizo_thic =
8C:A9:82:16:D6:30, Gizo_thic =
8C:A9:82:16:D6:30, Gizo_thic =

MNguding: |50

TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
TCP}
UDP }
UDP }
TCP}

w | gditin/gidy
Dém sd ludng MNhan xét

98 Bt binh thuting
96 Bt binh thuting
94 Bt binh thuting
93 Bt binh thuting
86 Bt binh thuting
85 Bt binh thuting
76 Bt binh thuting
70 Bt binh thuting
63 Bt binh thuting
59 Bt binh thuting
43 Binh thuding

43 Binh thuding

41 Binh thuding

35 Binh thuding

38 Binh thuding

32 Binh thuding

25 Binh thuding

25 Binh thuding

7 Binh thuding

7 Binh thuding

23 Binh thuding

Boc dii li§u
Xem chi tigt

Gidi thigu

Hinh 3.5. Thong ké géi tin theo dia chi MAC cuia tat cd cac giao thic

Ngoai ra, cong cu hd tro viéc phan tich goi tin theo 1 giao thic cy thé,

dé biét duoc thoi gian gui, dia chi nguén va dia chi dich (IP hoac MAC) cua
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g6i tin, dém duoc sé luong trung lap khi dia chi ngudn va dia chi dich trang
nhau, dua ra dugc canh bao binh thuong hoic bat binh thudng véi ngudng
tuy chon.
Vi du véi file di liéu ban dau, cong cu thong ké goi tin theo giao thac TCP
- Thong keé goi tin theo dia chi IP cia giao thiac TCP
Bang thng ké s& liét ké ra cac thong tin co ban sau:
e Thoi gian: Bugc tinh trong 1 gidy
e Dija chi ngudn va dia chi dich cua cac goi tin
Cong cu sé& doc va liét ké ra dia chi IP nguén va dia chi IP dich cua
tat ca cac gai tin theo giao thiic TCP. Néu dia chi ngudn, dia chi dich
clia goi tin trudc tring vai dia chi ngudn, dia chi dich caa goi tin sau
thi cdng cu sé chi in mét lan dia chi nguén, dich caa goi tin.
e Dém s6 luong: La sd lan xuat hién tring nhau cua dia chi nguon,
dich cua goi tin,
e Nhan xét: Hién thi thdng bao bat thudng va binh thuong. Thong béo
bat thuong la khi s6 lwong goi tin giri di tir dia chi nguon giri dén dia
chi dich trong vong 1 gidy 16n hon 50 tic la 1 gidy gui di 16n hon 50

goi tin.
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File nguan: | D:ALUAN VANNCHUONG TRINH data peap

||| Becduit

oot Pedinrintes @ P OWC o [0 | osim

[Gizo thdc: TCP]: IP(Nguin -> Bich) B8m s lidng Nhan x&t
{ Théi_gian = 2015-07-29 10:24:46, Ngudn = 132.168.1.4, Dich = 64.233.187.101 } 162 Bat binh thuigng
{ Théi_gian = 2015-07-29 10:24:43. Ngubn = 64.233.189.138. Dich = 192.168.14 } 141 Bt binh thuting
{ Thai_gian = 2015-07-29 10:24:44, Ngubn = 192.168.1.4, Bich = 64.233.189.138 } 1% Bt binh thuding
{ Thai_gian = 2015-07-29 10:24:37, Ngubn = 123.30.175.35, Bich =192.168.14 } 118 Bt binh thuiding
{ Théi_gian = 2015-07-29 10:24:43, Ngudn = 192.168.1.4, Dich = 64.233.189.138 } 114 Bt binh thuigng
{ Théi_gian = 2015-07-29 10:24:47. Ngudn = 192.168.1.4, Bich = 64.233.187.101 } 98 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24:42, Ngudn = 64.233.187.101, Dich = 192.168.14 } 52 Bt binh thuding
{ Thai_gian = 2015-07-29 10:24:30, Ngubn = 123.30.175.35, Bich =192.168.14 } 80 Bt binh thuiding
{ Théi_gian = 2015-07-29 10:24:42, Ngudn = 192.168.1.4, Dich = 64.233.187.101 } Bat binh thudng
{ Théi_gian = 2015-07-29 10:24:37, Ngudn = 132.168.1.4, Dich = 123.30.175.35 } 62 Bat binh thuigng
{ Théii_gian = 2015-07-29 10:24:33, Ngutin = 74.125.203.94, Dich = 192.168.1.4 } 56 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24:43, Ngudn = 64.233.187.132, Dich = 192.168.14 } 55 Bt binh thuding
{ Thai_gian = 2015-07-29 10:24:47, Ngubn = 74.125.204.102, Bich = 192.168.14 } 55 B3t binh thuiting
{ Théi_gian = 2015-07-29 10:24:27, Ngudn = 192.168.1.4, Bich = 123.30.175.35 } 45 Binh thudng
{ Théi_gian = 2015-07-29 10:24:30. Ngutn = 192.168.1.4, Bich = 123.30.175.35 } 45 Einh thudng
{ Théi_gian = 2015-07-29 10:24:43. Mgudn = 192.168.1.4, Dich = 64.233.187.132 } 45 Binh thudng
{ Thai_gian = 2015-07-29 10:24:25, Ngubn = 123.30.175.40, Bich = 192.168.1.4 } 40 Einh thuiding
{ Théi_gian = 2015-07-29 10:24:43, Ngudn = 64.233.187.101, Bich = 192.168.1.4 } 40 Binh thudng
{ Théi_gian = 2015-07-29 10:24:27, Ngudn = 123.30.175.35, Dich = 192.168.1.4 } 39 Binh thudng
{ Théii_gian = 2015-07-29 10:24:33, Ngutin = 192.168.1.4, Dich = 74.125.203.94 } 37 Einh thudng
{Théi_gian = 2015-07-29 10:24:36, Ngudin = 123.30.175.40, Dich = 192.168.1.4 } 35 Einh thuding

Hinh 3.6. Thong ké géi tin theo dia chi IP cia giao thixc TCP
- Théng ké géi tin theo dia chi MAC cua giao thiic TCP
Tuong tu nhu viéc thong ké géi tin theo dia chi IP cua giao thirc TCP,
nhung diém khéc d6 1a dia chi IP s& dugc thay bang dia chi MAC.

File ngugn: |DN_UAN VAN'CHUONG TRINH'data pcap

oo Pecintnipes OF @ W o [0 | s

>

[Gimo thic: TCP]: IP{Nguin -» Blich) Bém sd ludng Nhan xeét

{ Théii_gian = 2015-07-29 10:24.44, Nguin = 8C:A9:82:16:06:30, Dich = 34.FB.BZ:BCBALE } 157 Bt binh thuding
{ Théii_gian = 2015-07-25 10:24.37, Nguin = 34:FB:B2.BC:BA.CE, Bich = 8C:AS:82:16:06:30 } 135 Bt binh thuding
{ Thaii_gian = 2015-07-25 10:24.27, Ngubn = 8C:A9:82:16:06:30, Dich = 34.FB.BZ.BCBALE } 124 Bt binh thuding
{ Théii_gian = 2015-07-25 10:24.42, Nguin = 34:FB:B2.BC:BA.CE, Dich = 8C:AS:82:16:06:30 } 115 Bt binh thuding
{ Théii_gian = 2015-07-25 10:24.23, Nguin = 8C:A9:82:16:06:30, Dich = 34.FB.BZ:BCBALE } 58 Bt binh thuiing
{ Théii_gian = 2015-07-25 10:24.30, Ngudn = 34:FB:B2.BC:BA.CE, Bich = 8C:AS:82:16:06:30 } 58 Bt binh thuiing
{ Théii_gian = 2015-07-25 10:24.33, Ngudn = 34:FB:B2.BC:BA.CE, Dich = 8C:AS:82:16:06:30 } 56 Bt binh thuiing
{ Théii_gian = 2015-07-25 10:24.27, Nguin = 34:FB:B2.BC:BA.CE, Bich = 8C:AS:82:16:06:30 } 54 Bt binh thuiing
{ Théii_gian = 2015-07-25 10:24.37, Nguin = 8C:A9:82:16:06:30, Dich = 34.FB.BZ:BCBALE } 53 Bt binh thuiing
{ Théii_gian = 2015-07-29 10:24.42, Nguin = 8C:A9:82:16:06:30, Dich = 34.FB.B2:BCBALE } 86 Bt binh thuiing
{ Théi_gian = 2015-07-29 10:24.29, Nguiin = 34:FB:B2.BC:BA.CE, Bich = 8C:A3:82:16:06:30 } 85 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24.33, Nguiin = 8C:A9:82:16:D6:30, Dich = 34.FB.BZ:BC.BALE } 76 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24.30, Nguiin = 8C:A9:82:16:D6:30, Dich = 34.FB.BZ.BC.BALCE } 70 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24.36, Nguin = 34:FB:B2.BC:BA.CE, Bich = 8C:A3:82:16:06:30 } 63 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24.36, Nguiin = 8C:A9:82:16:D6:30, Dich = 34.FB.BZ.BC.BALCE } 59 Bt binh thuding
{ Théi_gian = 2015-07-29 10:24.52, Nguiin = 34:FB:B2.BC:BA.CE, Bich = 8C:AS:82:16:06:30 } 43 Einh thuding

{ Théi_gian = 2015-07-29 10:24:57, Ngudn = 8C:A3:82:16:D6:30, Dich = 94:FB:B2.BC.BACE } 43 Einh thuding

{ Théi_gian = 2015-07-2% 10:24:51, Ngudn = 94:FB:B2:BC:BACE, Dich = 8C:A%:82:16:06:30 } 41 Einh thuding

{ Théi_gian = 2015-07-29 10:24:50, Ngudn = 94:FB:B2:BC:BACE, Dich = 8C:A%:82:16:06:30 } 39 Einh thuding

{ Théi_gian = 2015-07-29 10:24:50, Ngudn = 8C:A3:82:16:D6:30, Dich = 94:FB:B2.BC.BACE } 38 Einh thuding

{ Théi_gian = 2015-07-29 10:24:52, Ngudn = 8C:A3:82:16:D6:30, Dich = 94:FB:B2.BC.BACE } 32 Einh thuding

€

Hinh 3.7. Thong ké géi tin theo dia chi MAC cua giao thizc TCP



Cong cu dugc xay dung bang cong cu hd tro lap trinh Microsoft Visual
Studio, viét boi ngdbn ngir C# va c6 thé chay trén nén hé diéu hanh Window.
Trong d6 c6 su hd trg chu hec cia LINQ (Language Integrated Query), 1a thu
vién mé& rong cho cac ngdn ngit 1ap trinh C# va Visual Basic.NET cung cip
kha nang truy van truc tiép dwr li¢u Object, CSDL va XML. LINQ la mét tap
hop cac thanh phan mé rong cho phép viét cic ciu truy van dir lidu ngay
trong mot ngdn ngit lap trinh, nhu C# hoic VB.NET. Khi tao mot ddi twong
LINQ thi Visual Studio s& ty dong sinh ra cac 16p co cac thanh phan tuong
tmg voi CSDL cua chung ta. Khi mudn truy van, 1am viéc voi CSDL ta chi
viéc goi va truy xuét cac ham, thi tuc twong tng ctia LINQ ma khong can
quan tdm dén cac cau 1énh SQL thong thuong

C# (C Sharp) 12 mot ngdn ngir 1ap trinh bac cao, hién dai va hudng doi
tugng. C# 1a sy phat trién ciia C++ va Java nham muc dich don gian hoa va
gitip viéc 1ap trinh dé dang hon. Cac chuong trinh C# duoc bién dich thi can
phai cai dit NET Framework c6 version tuong tmg voi thu vién gbe duoc
chuong trinh tham chiéu dén dé viét ma. Néu khong thi chuwong trinh s& bao
16i. Hién nay thi tit ca cac hé diéu hanh Windows déu chira sin .NET

Framework.
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KET LUAN
- Két qua cua luan vin:

e Trinh bay téng quan vé nhiing van dé lién quan dén diéu tra sé bao
gom khai niém, ang dung, quy trinh thuc hién cling nhu cac loai hinh diéu tra
s6 phd bién ma trong tdm 1a diéu tra mang. Gigi thiéu vé phan tich diéu tra
mang cling vai trd va tng dung cua phan tich diéu tra mang. Trinh bay chi tiét
vé nén tang ky thuat cta phan tich diéu tra mang tir cac dang hé diéu hanh,
cac loai dich vu cho dén cac giao thirc mang pho bién. Tir d6 hiéu rd thém veé
cac ky thuat phan tich nhu phan tich goi dit liéu, théng ké luu luong, cac dang
nhat ky, su kién....

e Xay dung dugc cong cu hd trg phan tich géi tin trong diéu tra mang
véi chiic nang théng ké theo giao thac TCP, UDP, ICMP, ARP,
RARP,....cho cac goi tin duéi dang co ban nhat.

Bén canh nhiing két qua thu dugc hoc vién tu théy luan vén con nhiéu han ché
nhu: Kha nang dién dat va 1ap Iuan trong luan van con chua tinh té, chuong trinh
mo phong con don gian, chua trau chudt dugc vé hinh thic.

- Hudng phat trién ctia luan van:

Linh vuc diéu tra mang hién nay con kha méi mé ma nguén luc lai han
ché, vi thé viéc day manh phat trién linh vuc nay 1a mot van dé thiét yéu trong
xa hoi hién dai ngay nay.

Dua vao két qua ban dau thu duoc cua luan van, hoc vién hi vong cong cu
hd tro phan tich s& hoan thién hon, ¢6 nhiéu chirc nang hon sé& di vao thong ké
chi tiét timg truong hop ting khia canh caa cac cudc tin cong mang dé tir d6
n6 co6 thé gitip ngudi quan tri d& dang hon trong viéc phat hién va phong

chéng duoc céc cudc tan cdng mang.
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PHU LUC

M4 ngudn chuong trinh:

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;

using System.Threading.Tasks;
using System.Windows.Forms;
using PcapDotNet.Core;

using PcapDotNet.Packets;

namespace PacketAnalysis

{

public partial class Form2 : Form

{
public Form2()

{

InitializeComponent();

}

private void Form2_Load(object sender, EventArgs e)

{
k

private void cmdOpenFile_Click(object sender, EventArgs e)
{
OfflinePacketDevice selectedDevice = new
OfflinePacketDevice(txtFileName. Text);
init_data();
using (PacketCommunicator communicator =
selectedDevice.Open(65536, PacketDeviceOpenAttributes.Promiscuous,
1000))
{
communicator.ReceivePackets(0, DispatcherHandler);
//MessageBox.Show();

by
get_group_protocal();



dgv.DataSource = dft;
dgv.Columns[2].Visible = false;
¥
int stt = 0;
void get_group_protocal()
{
try
{
if (dt '=null)
{
var g = from r in dt. AsEnumerable()
group r by r["PROTOCOL"] into g
select new

{
}

cboFilter.ltems.Clear();
const string all = "Tat ca™;
cboFilter.ltems.Add(all);
foreach (var i in g.ToList())

{
cboFilter.Items.Add(i.Key.ToString());

}
cboFilter.Sorted = true;
cboFilter. Text = all;

¥
} |
catch (Exception e)
{
MessageBox.Show(e.Message, "Error get group protocal”,
MessageBoxButtons.OK, MessageBoxIcon.Error);

¥

}
DataTable dt;

string[] arrayTenCot = { "NO", "TIME", "TIME_SEC",
"PROTOCOL",
"SOURCE_IP", "SOURCE_MAC",

g.Key

SOURCE_PORT",
"DESTINATION_IP", "DESTINATION_MAC",
"DESTINATION_PORT" };
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void init_data()
{
stt = 0;
dt = new DataTable();
foreach (string TenCot in arrayTenCot)

{

DataColumn cot = new DataColumn(TenCot.ToUpper(),
typeof(string));

cot.DefaultValue = string.Empty;

dt.Columns.Add(cot);

¥
¥
private void DispatcherHandler(Packet packet)
{
try
{
Stt++;
string no = stt.ToString();
string time = packet. Timestamp.ToString("'yyyy-MM-dd
hh:mm:ss.fff");
string timeSEC = packet. Timestamp.ToString("yyyy-MM-dd
hh:mm:ss");
string protocol = packet.Ethernet.lpVV4.Protocol. ToString();
if (protocol == "InternetControlMessageProtocol™) protocol =
"ICMP";
if (protocol == "InternetGroupManagementProtocol") protocol =
"IGMP";
if (protocol == "PerformanceTransparencyProtocol™) protocol =
"PTP";
if (protocol == "IpsilonFlowManagementProtocol") protocol =
"IFMP";

protocol = protocol. ToUpper();
string sourcelP = packet.Ethernet.IpVV4.Source. ToString();
string sourceMAC = packet.Ethernet.Source. ToString();
string sourcePORT =
packet.Ethernet.IpV4.Tcp.SourcePort. ToString();
string destinationIP = packet.Ethernet.IpV4.Destination. ToString();
string destinationMAC = packet.Ethernet.Destination.ToString();
string destinationPORT =
packet.Ethernet.Ip\VV4.Tcp.DestinationPort. ToString();
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string[] arrayDuLieu = { no, time, timeSEC, protocol, sourcelP,

sourceMAC, sourcePORT, destinationIP, destinationMAC, destinationPORT

b
DataRow dong = dt.NewRow();
for (int1=0; i <arrayTenCot.Length; i++)

dong[arrayTenCot[i]] = arrayDuLieu[i] == null ? string.Empty :

arrayDuLieu[i]. ToString();

dt.Rows.Add(dong);
cmdOpen.Text = "Read " + no + " packet";
Application.DoEvents();

¥

catch { }

finally

{
cmdOpen.Text = "Doc dir liéu™;

¥

¥

void do_filter(string filter, int max)

{
try
{
if (dt '=null)
{
if (rIP.Checked)
{

var g = from r in dt. AsEnumerable()

where r["PROTOCOL"].ToString() == filter

group r by new

{
Thoi_gian = r["TIME_SEC"],
Ngudn = r["SOURCE_IP"],
Pich = r["DESTINATION IP"],

}intog

let count = g.Count()

orderby count descending

select new

{
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X =g.Key,
Count = count, ,
Noitice = (count < max) ? "Binh thuong™ : "Bat binh

};
dgv.DataSource = g.ToList();
}

else
{
var g = from r in dt. AsEnumerable()
where r["PROTOCOL"].ToString() == filter
group r by new
{
Thoi_gian = r["TIME_SEC"],
Nguon = r["SOURCE_MAC"],
Dich = (["DESTINATION MAC"],
}intog
let count = g.Count()
orderby count descending
select new
{
X =g.Key,
Count = count,
Noitice = (count < max) ? "Binh thuong" : "Bat binh

b
dgv.DataSource = g.ToList();

¥

dgv.Columns[0].AutoSizeMode =
DataGridViewAutoSizeColumnMode.AllCells;

dgv.Columns[0].HeaderText = "[Giao thutc: " + filter + *']:
IP(Ngudn -> Pich)";

dgv.Columns[1].HeaderText = "Dém s6 luong™;

dgv.Columns[2].HeaderText = "Nhan xét";

dgv.Columns[1].DefaultCellStyle.Alignment =
DataGridViewContentAlignment.MiddleCenter;

¥

else

{

thuong"

thuong"
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MessageBox.Show("Chua c6 dir liéu”, "Thdng bao",
MessageBoxButtons.OK, MessageBoxlcon.Warning);

¥
}
catch (Exception e)
{
MessageBox.Show(e.Message, "Error do filter",
MessageBoxButtons.OK, MessageBoxIcon.Error);

}
}
void do_filterALL(int max)
{
try
{
if (dt !=null)
{
if (rIP.Checked)
{
var g = from r in dt. AsEnumerable()
//where r["PROTOCOL"].ToString() == filter
group r by new
{
Thoi_gian = r["TIME_SEC"],
Nguon = r["SOURCE_IP"],
Dich = (["DESTINATION IP"],
Giao_thac = r["PROTOCOL"]
}intog
let count = g.Count()
orderby count descending
select new
{
X =g.Key,
Count = count,
Noitice = (count < max) ? "Binh thuong" : "Bat binh

b
dgv.DataSource = g.ToList();
¥

else

{

thuong"
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var g = from r in dt. AsEnumerable()
/lwhere r["PROTOCOL"].ToString() == filter
group r by new
{
Thoi_gian = r["TIME_SEC"],
Ngudn = r["SOURCE_MAC"],
bich = r["DESTINATION _MAC"],
Giao_thuc = r["PROTOCOL"]
}intog
let count = g.Count()
orderby count descending
select new
{
X =g.Key,
Count = count,
Noitice = (count < max) ? "Binh thuong" : "Bat binh

};
dgv.DataSource = g.ToList();

thuong"

}

dgv.Columns[0].AutoSizeMode =
DataGridViewAutoSizeColumnMode.AllCells;

dgv.Columns[0].HeaderText = "[Tat ca cé4c giao thuc
IP(Nguon -> Pich)";

dgv.Columns[1].HeaderText = "Dém s6 luong";

dgv.Columns[2].HeaderText = "Nhan xét™;

dgv.Columns[1].DefaultCellStyle.Alignment =
DataGridViewContentAlignment.MiddleCenter;

by

else
{
MessageBox.Show("Chua co dir liéu™, "Thong bao",
MessageBoxButtons.OK, MessageBoxIcon.Warning);
by
¥
catch (Exception e)
{
MessageBox.Show(e.Message, "Error do filter",
MessageBoxButtons.OK, MessageBoxIcon.Error);
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}

}

}
}
private void cmdFilter_Click(object sender, EventArgs e)
{
string filter = cboFilter.Text;
if (filter 1= null && filter. Trim() '="")
{
int max = int.Parse(comboBox1.Text);
if (filter!="Tat ca")
do_filter(filter, max);
else
do_filterALL(max);
}

}

private void cmdXemLai_Click(object sender, EventArgs e)
{

dgv.DataSource = dt;

dgv.Columns[2].Visible = false;

}

private void cmdFile_Click(object sender, EventArgs e)

{
if (OFD.ShowDialog() == DialogResult.OK)

{
txtFileName.Text = OFD.FileName;
}
}

private void cmdAbout_Click(object sender, EventArgs e)
{

AboutBox1 f = new AboutBox1();

f.ShowDialog();

}

80



